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Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:

The number one reason systems get Ahackedod is du
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of special
characters, numbers, and upper and lower case letters.

2. Update Firmware

As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera
firmware up-to-date to ensure the system is current with the latest security patches and fixes.

ANi ce to haved recommendations to i mprove your net
1. Change Passwords Regularly

Regularly change the credentials to your devices to help ensure that only authorized users are able to
access the system.

2. Change Default HTTP and TCP Ports:

0 Change default HTTP and TCP ports for systems. T
view video feeds remotely.

0 These ports can be changed t 065%35 Avoidirgthe default partsnb e r
reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL.:

Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices

and recorder.

4. Enable IP Filter:

Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing

the system.

5. Change ONVIF Password:

Onolder IP Camer a f i r mwar e, the ONVIF password does not
credenti al s. You wi ||l need to either update the

change the ONVIF password.

6. Forward Only Ports You Need:

60 Only forward the HTTP and TCP ports that you nee
the device. Do not DMZ the device's IP address.

0 You do not need to forward any ports for indivic
site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:

Those using SmartPSS to view their system and on a computer that is used by multiple people should
disable auto-login. This adds a layer of security to prevent users without the appropriate credentials from
accessing the system.

8. Use a Different Username and Password for SmartPSS:

In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using a
different username and password for your security system will make it more difficult for someone to guess



their way into your system.

9. Limit Features of Guest Accounts:

If your system is set up for multiple users, ensure that each user only has rights to features and functions
they need to use to perform their job.

10. UPnP:

6 UPnP wil! automatically try to forward ports
thing. However, if your system automatically forwards the ports and you leave the credentials defaulted,
you may end up with unwanted visitors.

60 | f agually formarded the HTTP and TCP ports in your router/modem, this feature should be turned
off regardless. Disabling UPnP is recommended when the function is not used in real applications.

11. SNMP:

Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for tracing
and testing purposes only.

12. Multicast:

Multicast is used to share video streams between two recorders. Currently there are no known issues
involving Multicast, but if you are not using this feature, deactivation can enhance your network security.
13. Check the Log:

If you suspect that someone has gained unauthorized access to your system, you can check the system
log. The system log will show you which IP addresses were used to login to your system and what was
accessed.

14. Physically Lock Down the Device:

Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve
this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.
15. Connect IP Cameras to the PoE Ports on the Back of an NVR:

Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly.

16. Isolate NVR and IP Camera Network

The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the same
network the security system needs in order to function properly.
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General

This wuserb6s manual (hereinafter referred to |
operations of the NVR (EZ-IP 2.0) devices (hereinafter referred to be "the Device").

Safety Instructions

The following categorized signal words with defined meaning might appear in the Manual.

Signal Words Meaning
Indicates a high potential hazard which, if not avoided, will result
DANGER in death or serious injury.
Indicates a medium or low potential hazard which, if not avoided,
WARNING could result in slight or moderate injury.
Indicates a potential risk which, if not avoided, could result in
property damage, data loss, lower performance, or unpredictable
A CAUTION |0

Indicates dangerous high voltage.
ELECTRICITY | Take care to avoid coming into contact with electricity.

Indicates a laser radiation hazard.
LASER BEAM | Take care to avoid exposure to a laser beam.

y 3 Electrostatic Sensitive Devices.

M ESD Indicates a device that is sensitive to electrostatic discharge.

=" Tips Provides methods to help you solve a problem or save you time.
Provides additional information as the emphasis and supplement

NOTE
to the text.

Revision History

No. Version Revision Content Release Time

1 V1.0.0 First Release. November, 2017

2 V1.1.0 April, 2018

3 V111 Add privacy protection notice May, 2018

Privacy Protection Notice

\



As the device user or data controller, you might collect personal data of others' such as face,
fingerprints, car plate number, Email address, phone number, GPS and so on. You need to be in
compliance with the local privacy protection laws and regulations to protect the legitimate rights
and interests of other people by implementing measures include but not limited to: providing
clear and visible identification to inform data subject the existence of surveillance area and
providing related contact.

About the Manual
The Manual is for reference only. If there is inconsistency between the Manual and the
actual product, the actual product shall govern.
We are not liable for any loss caused by the operations that do not comply with the Manual.

The Manual would be updated according to the latest laws and regulations of related
regions. For detailed information, see the paper User's Manual, CD-ROM, QR code or our
official website. If there is inconsistency between paper User's Manual and the electronic
version, the electronic version shall prevail.

All the designs and software are subject to change without prior written notice. The product
updates might cause some differences between the actual product and the Manual. Please
contact the customer service for the latest program and supplementary documentation.

There still might be deviation in technical data, functions and operations description, or
errors in print. If there is any doubt or dispute, please refer to our final explanation.

Upgrade the reader software or try other mainstream reader software if the Manual (in PDF
format) cannot be opened.

All trademarks, registered trademarks and the company names in the Manual are the
properties of their respective owners.

Please visit our website, contact the supplier or customer service if there is any problem
occurred when using the device.

If there is any uncertainty or controversy, please refer to our final explanation.

Vil
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The following description is the correct application method of the device. Read the manual
carefully before use to prevent danger and property loss. Strictly conform to the manual during
application and keep it properly after reading.

Operating Requirement

Donodt pl ace adedce inars drem lexposed hoedirect sunlight or near heat
generating device.

Donét install the device in a humid, dusty o
Keep its horizontal installation, or install it at stable places, and prevent it from falling.

Donét drasph olri qsupilds onto the device; dondét
liquids, in order to prevent liquids from flowing into the device.

Install the device atwelllvent i | ated places; donét bl ock it
Use the device only within rated input and output range.

Donét dismantle the device arbitrarily.

Transport, use and store the device within allowed humidity and temperature range.

Power Requirement

Make sure to use batteries according to requirements; otherwise, it may result in fire,
explosion or burning risks of batteries!

To replace batteries, only the same type of batteries can be used.

The product shall use electric wires (power wires) recommended by this area, which shall
be used within its rated specification.

Make sure to use standard power adapter matched with this device. Otherwise, the user
shall undertake resulting personnel injuries or device damages.

Use power supply that meets SELV (safety extra low voltage) requirements, and supply
power with rated voltage that conforms to Limited Power Source in IEC60950-1. For
specific power supply requirements, please refer to device labels.

Products with category | structure shall be connected to grid power output socket, which is
equipped with protective grounding.

Appliance coupler is a disconnecting device. During normal use, please keep an angle that
facilitates operation.

Vil



1 Features and Specifications

1.1 Overview

This series NVR is an entry-level network video recorder. This series product support local preview,
multiple-window display, recorded file local storage, remote control and mouse shortcut menu operation,
and remote management and control function.

This series product supports center storage, front-end storage and client-end storage. The monitor zone
in the front-end can be set in anywhere. Working with other front-end devices such as IPC, this series
product can establish a strong surveillance network via the CMS. In the network system, there is only one
network cable from the monitor center to the monitor zone in the whole network. There is no audio/video
cable from the monitor center to the monitor zone. The whole project is featuring of simple connection,
low-cost, low maintenance work.

This series NVR can be widely used in many areas such as public security, water conservancy,
transportation and education.

1.2 Features

Cloud
Upgrade

For the NVR connected with the Internet, it supports online upgrade to
update applications.

Real-time
Surveillance

= =4 =

VGA, HDMI port. Connect to monitor to realize real-time surveillance.
Short-cut menu when preview.

Support popular PTZ decoder control protocols. Support preset, tour
and pattern.

Playback

Support each channel real-time record independently, and at the same
time it can support search, forward play, network monitor, record search,
download and etc.

Support various playback modes: slow play, fast play, backward play
and frame by frame play.

Support time title overlay so that you can view event accurate occurred
time

Support specified zone enlargement.

User
Management

= |=a

Each group has different management powers that can be edited freely.
Every user belongs to an exclusive group.

Storage

Via corresponding setup (such as alarm setup and schedule setup), you
can backup related audio/video data in the network video recorder.
Support Web record and record local video and storage the file in the
client end.

Network
Monitor

Through network, sending audio/video data compressed by IPC to
client-ends, then the data will be decompressed and display.
Support max 128 connections at the same time.

Transmit audio/video data by HTTP, TCP, UDP, RTP/RTCP and etc.
Support WEB access in WAN/LAN.

Window Split

= |=a =4 =4

Adopt the video compression and digital process to show several
windows in one monitor. Support 1/4/8/9-window display (depending on




product channel amount) when preview and 1/4/9/16-window
(depending on product channel amount) display when playback.

Record 1 Support normal/motion detect/alarm record function. Save the recorded
files in the HDD, USB device, client-end PC, or network storage server.
You can search or playback the saved files at the local-end or via the
Web/USB device.

Backup 1 Support network backup, USB2.0 record backup function, the recorded
files can be saved in network storage server, peripheral USB2.0
device, burner and etc.

Network 1 Supervise NVR configuration and control power via Ethernet.

Management 1 Support management via WEB.

Peripheral 1 Support peripheral equipment management such as protocol setup and

Equipment port connection.

Management

Auxiliary 1 Support switch between NTSC and PAL.

1 Support real-time system resources information and running statistics
display.

1 Support log file.

1 Local GUI output. Shortcut menu operation via mouse.

9 Play the video/audio from the network camera or NVS remotely.

1.3 Specifications
1.3.1 NVR1BO04/L, NVR1B08/L, NVR1B04-4P/L Series

Model NVR1BO4/L Series NVR1BO08/L Series NVR1B04-4P/L
Series
4/8-ch series product support 4/8 HD connection respectively. Total
System | System bandwidth supports 48Mbps.
Resources
OS Embedded Linux real-time operation system
Operation WEB/Local GUI
Interface
Decode | Video Decode | H.265/H.264
Type
Decode Max 2-ch 1080P 30fps or 4-ch 720P 30fps or 8-ch D1 30fps
Capability
Video Video Input 4/8-ch network compression video input
Video Output 1-channel VGA analog video output




1-ch HDMI output. Version number is 1.4

1/4-window 1/4/8/9-window 1/4-window

N/A

N/A

N/A

N/A

N/A

1 built-in SATA port

Max 4-channel playback

N/A

N/A

2 peripheral USB2.0 ports.

1 RJ45 10/100Mbps self-adaptive Ethernet port.

N/A N/A 4 Ports

1 power socket. Power adapter power | 1 power socket.
supplying mode. DC 12V power. Power adapter
power supplying
mode. DC 48V




power.

N/A

N/A

N/A

Built-in clock.

One power status indicator light.
One network status indicator light.
One HDD status indicator light.

10W (No HDD)

€ 10N * [ 55N

10A90A

86kPa’ 106kPa

204.6mmx204.6mmx45.2mm

0.4kg"~ 0.65kg (No HDD)

Desk installation

1.3.2 NVR1BO04HS/L, NVR1BO8HS/L, NVR1B04HS-4P/L Series

4/8-ch series product support 4/8 HD connection respectively. Total
bandwidth supports 48Mbps.

Embedded Linux real-time operation system

WEB/Local GUI




Model NVR1B0O4HS/L NVR1BO8HS/L NVR1B04HS-4P/L
Series Series Series
Decode | Video Decode | H.265/H.264
Type
Decode Max 2-ch 1080P 30fps or 4-ch 720P 30fs or 8-ch D1 30fps
Capability
Video Video Input 4/8-ch network compression video input
Vieo Output 1-channel VGA analog video output
1-ch HDMI output. Version number is 1.4
Window Split 1/4-window 1/4/8/9-window 1/4-window
Audio Audio Input N/A
Audio Output | N/A
Audio N/A
Compression
Standard
Alarm Alarm Input N/A
Alarm Output N/A
Function | Storage 1 built-in SATA port
Multiple-Chann | Max 4-channel playback
el Playback
Port and | RS232 Port N/A
Indicator
RS485 Port N/A
USB Port 2 peripheral USB2.0 ports.
Network 1 RJ45 10/100Mbps self-adaptive Ethernet port.
Connection
PoE Port N/A N/A 4 ports
Power Port 1 power socket. Power adapter power | 1 power socket.
supplying mode. DC 12V power. Power adapter
power supplying
mode. DC 48V
power.
Power Button N/A
Power On-off | N/A
Button




Model NVR1B0O4HS/L NVR1BO8HS/L NVR1B04HS-4P/L
Series Series Series
IR Receiver | n/A
Window
Clock Built-in clock.

Indicator Light

One power status indicator light.
One network status indicator light.

One HDD status indicator light.

General | Power 10W (No HDD)
Consumption
Working € 10N ° I 55N
Temperature
Working 10A90A
Humidity

Air pressure

86kPa" 106kPa

Dimension(Wx

260mm; 229.3mm| 47.6mm

DxH)

Weight 0.9kg" 1kg (No HDD)
Installation Desk installation
Mode

1.3.3 NVR1BO04, NVR1BO08,

NVR1B04-4P Series

Model

NVR1B04 Series NVR1B08 Series

NVR1B04-4PSeries

System | System 4/8-ch series product support 4/8 HD connection respectively. Total
Resources bandwidth supports 80Mbps.
oS Embedded Linux real-time operation system
Operation WEB/Local GUI
Interface
Decode | Video Decode | H.265/H.264
Type
Decode Max 1-ch 4K 30fps or 4-ch 1080P 30fps or 8-ch 720P 30fs
Capability
Video Video Input 4/8-ch network compression video input
Video Output 1-channel VGA analog video output
1-ch HDMI output. Version number is 1.4
Window Split 1/4/8/9-window
Audio Audio Input 1-ch bidirectional talk input




Model

NVR1B04 Series NVR1B08 Series NVR1B04-4PSeries

Audio Output

1-ch bidirectional talk input

Audio PCMa G.711aa G711u
Compression
Standard
Alarm Alarm Input N/A
Alarm Output N/A
Function | Storage 1 built-in SATA port
Multiple-Chann | Max 4-channel playback
el Playback
Port and | RS232 Port N/A
Indicator
RS485 Port N/A
USB Port 2 peripheral USB2.0 ports.
Network 1 RJ45 10/100Mbps self-adaptive Ethernet port.
Connection
PoE Port N/A N/A 4 ports
Power Port 1 power socket. Power adapter power | 1 power socket.
supplying mode. DC 12V power. Power adapter
power supplying
mode. DC 48V
power.
Power Button N/A
Power On-off | N/A
Button
IR Receiver | n/A
Window
Clock Built-in clock.
Indicator Light | One power status indicator light.
One network status indicator light.
One HDD status indicator light.
General | Power 10W (No HDD)
Consumption
Working € 10N " [ 55N
Temperature
Working 10A90A
Humidity

Air pressure

86kPa’ 106kPa




Model NVR1BO04 Series NVR1BO08 Series NVR1B04-4PSeries
Dimension(Wx | 204.6mmx206.6mmx45.2mm
DxH)
Weight 0.9kg" 1kg (No HDD)
Installation Desk installation
Mode
1.3.4 NVR1B04HS, NVR1B0O8HS, NVR1B04HS-4P, NVR1B0O8HS-8P Series
Model NVR1B04HS NVR1BO0O8HS NVR1B04HS- | NVR1BO8HS-
Series Series 4P Series 8P Series
System | System 4/8-ch series product support 4/8 HD connection respectively. Total
Resources bandwidth supports 80Mbps.
OS Embedded Linux real-time operation system
Operation WEB/Local GUI
Interface
Decode | Video Decode | H.265/H.264
Type
Decode Max 1-ch 4K 30fps or 4-ch 1080P 30fps or 8-ch 720P 30fs
Capability
Video Video Input 4/8-ch network compression video input
Video Output 1-channel VGA analog video output
1-ch HDMI output. Version number is 1.4
Window Split 1/4-window 1/4/8/9-window | 1/4-window 1/4/8/9-window
Audio Audio Input N/A
Audio Output N/A
Audio PCMa G.711aa G711u
Compression
Standard
Alarm Alarm Input N/A
Alarm Output N/A
Function | Storage 1 built-in SATA port
Multiple-Chann | Max 4-channel playback
el Playback
Port and | RS232 Port N/A
Indicator
RS485 Port N/A




Model NVR1B0O4HS NVR1B0O8HS NVR1B0O4HS- NVR1BO8HS-
Series Series 4P Series 8P Series
USB Port 2 peripheral USB2.0 ports.
Network 1 RJ45 10/100Mbps self-adaptive Ethernet port. 1 RJ45
Connection 10/100/1000M
bps
self-adaptive
Ethernet port.
PoE Port N/A N/A 4 ports 8 ports
Power Port 1 power socket. Power adapter | 1 power socket. Power adapter
power supplying mode. DC 12V | power supplying mode. DC 48V
power. power.
Power Button N/A
Power On-off | n/A
Button
IR Receiver | n/A
Window
Clock Built-in clock.
Indicator Light One power status indicator light.
One network status indicator light.
One HDD status indicator light.
General | Power 10W (No HDD)
Consumption
Working € 10N " I 55N
Temperature
Working 10A90A
Humidity
Air pressure 86kPa’ 106kPa
Dimension(Wx | 260mm; 229.3mm; 47.6mm
DxH)
Weight 0.9kg" 1kg (No HDD)
Installation Desk installation
Mode

1.3.5 NVR2B16 Series

Model NVR2B16 Series

System | System 16-ch series product support 16 HD connection respectively. Total
Resources bandwidth supports 80Mbps.
OS Embedded Linux real-time operation system




Model

NVR2B16 Series

Operation WEB/Local GUI
Interface
Decode | Video Decode | Smart H.265/H.264
Type
Decode Max 4-ch 1080P 30fps or 8-ch 720P 30fs
Capability
Video Video Input 16-ch network compression video input
Video Output 1-channel VGA analog video output
1-ch HDMI output. Version number is 1.4
Window Split 1/4/8/9/16-window
Audio Audio Input 1-ch bidirectional talk input
Audio Output 1-ch bidirectional talk output
Audio PCMa G.711aa G711u
Compression
Standard
Alarm Alarm Input N/A
Alarm Output N/A
Function | Storage 2 built-in SATA ports
Multiple-Chann | Max 4-channel playback
el Playback
Port and | RS232 Port N/A
Indicator
RS485 Port N/A
USB Port 2 peripheral USB2.0 ports.
Network 1 RJ45 10/100Mbps self-adaptive Ethernet port.
Connection
PoE Port N/A
Power Port 1 power socket. Power adapter power supplying mode. DC 12V
power.
Power Button N/A
Power On-off | N/A
Button
IR Receiver | n/A

Window
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Built-in clock.

One power status indicator light.

One network status indicator light.

One HDD status indicator light.

10W (No HDD)

€ 10N [ 55N

10A90A

86kPa" 106kPa

375mmx2 82.6mm>5 3mm

1.5kg" 2.5kg (No HDD)

Desk installation
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2 Front Panel and Rear Panel

2.1 Front Panel

2.1.1 NVR1BO0O4 (/L), NVR1BOS8 (/L), NVR1B04-4P (/L) Series
The front panel is shown as in Figure 2-1.

Figure 2-1

Please refer to the following sheet for detailed information.

SN Name Function

1 HDD status indictor light | The red light becomes on when HDD is abnormal.

The red light becomes on when the power

2 Power indicator light .
connection is OK.

Network status indicator | The red light becomes on when the network
light connection is abnormal.

2.1.2 NVR1BO04HS (/L), NVR1BO8HS (/L), NVR1B04HS-4P (/L), NVR1B0O8HS-8P,

NVR2B16 Series
The front panel is shown as below. See Figure 2-2 and Figure 2-3.

== =
Figure 2-2
R
— =
Figure 2-3

12



Please refer to the following sheet for front panel button information.

Icon Name Function
HDD HDD status indicator The blue light is on when the HDD is malfunction.
light
NET Network status indicator | The blue light is on when the network connection is
light abnormal.
POWER Power status indicator light | The blue light is on when the power connection is
OK.
- USB port Connect to peripheral USB storage device, mouse
and etc.

2.2 Rear Panel

2.2.1 NVR1BO04/L, NVR1BO08/L, NVR1B04-4P/L Series
The NVR1B04/L, NVR1BO08/L is shown as in Figure 2-4.

T

o
(wrooe
\po aaad
© @ (-:@@K-:‘:ﬁ ©

Figure 2-4
The NVR1B04-4P/L is shown as in Figure 2-5.

Figure 2-5

2.2.2 NVR1B04, NVR1B08, NVR1B04-4P Series
The NVR1B04/1B08 is shown as in Figure 2-6.

Figure 2-6
The NVR1B04-4P is shown as in Figure 2-7.
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PoEPORTE

Figure 2-7

Please refer to the following sheet for detailed information.

Port Name | Connection Function
Power socket

prei i Power input port _

For NVR1B04-4P, input DC 48V/1.25A.
10M/100Mbps self-adaptive Ethernet port. Connect to the
Network port
network cable.
USB port. Connect to mouse, USB storage device and

—— USB port P g
etc.

High definition audio and video signal output port. It

HDMI High Definition | transmits uncompressed high definition video and

Media Interface multiple-channel data to the HDMI port of the display
device. HDMI version is 1.4.

VGA VGA video output | VGA video output port. Output analog video signal. It can

port connect to the monitor to view analog video.

MICIN Audio input port Bidirectional talk input port. It is to receive the analog
audio signal output from the devices such as microphone,
pickup.

MIC OUT Audio output port | Audio output port. It is to output the analog audio signal to
the devices such as the sound box.

Bidirectional talk output.
. Audio output on 1-window video monitor.
. Audio output on 1-window video playback.

“e GND Ground end

POE POE port Built-in switch. Support PoE function.

For PoE series product, you can use this port to provide

PORTS
power to the network camera.

2.2.3 NVR1BO04HS/L, NVR1BO8HS/L, NVR1B04HS-4P/L Series
The NVR1B0O4HS/L, NVR1B0O8HSI/L series rear panel is shown as below. See Figure 2-8.

14




& ®
i [= gy 9
i 8
— —
Figure 2-8
The NVR1BO04HS-4P/L series rear panel is shown as below. See Figure 2-9.
K Foll FORTE
J
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- — —
Figure 2-9

2.2.4 NVR1B04HS, NVR1B0O8HS, NVR1B04HS-4P, NVR1B08HS-8P Series
The NVR1B04HS, NVR1B08HS series rear panel is shown as below. See Figure 2-10.

a

:

®
@
—
Figure 2-10
The NVR1B04HS-4P series rear panel is shown as below. See Figure 2-11.
@
@
- —
Figure 2-11
The NVR1B0O8HS-8P series rear panel is shown as below. See Figure 2-12.
) @
®
@

Figure 2-12

Please refer to the following sheet for detailed information.
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Port Name | Connection Function
Power socket.

oc1av ) For NVR1B04/08HS, input DC 12V/2A.

pet Power input port )
For NVR1BHS-4P, input DC 48V/1.25A.
For NVR1BHS-8P, input DC 48V/2A.
10M/100Mbps self-adaptive Ethernet port. Connect to the
Network port
network cable.
USB port. Connect to mouse, USB storage device and

| USB port P g
etc.

High definition audio and video signal output port. It

HDMI High Definition | transmits uncompressed high definition video and

Media Interface multiple-channel data to the HDMI port of the display
device. HDMI version is 1.4.

VGA VGA video output | VGA video output port. Output analog video signal. It can

port connect to the monitor to view analog video.

MICIN Audio input port Bidirectional talk input port. It is to receive the analog
audio signal output from the devices such as microphone,
pickup.

MIC OUT Audio output port | Audio output port. It is to output the analog audio signal to
the devices such as the sound box.

Bidirectional talk output.
. Audio output on 1-window video monitor.
. Audio output on 1-window video playback.

“e GND Ground end

POE POE port Built-in switch. Support PoE function.

For PoE series product, you can use this port to provide

PORTS
power to the network camera.

2.2.5 NVR2B16 Series
The NVR2B16 series rear panel is shown as below. See Figure 2-13.

B

&

.4@\

/@‘\

Figure 2-13

Please refer to the following sheet for detailed information.

Port Name

Connection

Function

oci1av
o

Power input port

Power socket.

Network port

10M/100Mbps self-adaptive Ethernet port. Connect to the
network cable.
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Port Name | Connection Function
USB port. Connect to mouse, USB storage device and

— USB port P g
etc.

High definition audio and video signal output port. It

HDMI High Definition | transmits uncompressed high definition video and

Media Interface multiple-channel data to the HDMI port of the display
device. HDMI version is 1.4.

VGA VGA video output | VGA video output port. Output analog video signal. It can

port connect to the monitor to view analog video.

MIC IN Audio input port Bidirectional talk input port. It is to receive the analog
audio signal output from the devices such as microphone,
pickup.

MIC OUT Audio output port | Audio output port. It is to output the analog audio signal to
the devices such as the sound box.

Bidirectional talk output.

Audio output on 1-window video monitor.

Audio output on 1-window video playback.
- GND Ground end

2.3 Bidirectional talk
2.3.1 Device-end to PC-end

Device Connection
Please connect the speaker or the pickup to the first audio input port in the device rear panel. Then

connect the earphone or the sound box to the audio output port in the PC.
Login the Web and then enable the corresponding channel real-time monitor.
Please refer to the following interface to enable bidirectional talk. See Figure 2-14.

Listening Operation

At the device end, speak via the speaker or the pickup, and then you can get the audio from the earphone

Start Talk -

Figure 2-14

or sound box at the pc-end. See Figure 2-15.
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Figure 2-15

2.3.2 PC-end to the device-end
Device Connection
Connect the speaker or the pickup to the audio output port in the PC and then connect the earphone or
the sound box to the first audio input port in the device rear panel.
Login the Web and then enable the corresponding channel real-time monitor.
Please refer to the above interface (Figure 2-14) to enable bidirectional talk.
Listening Operation
At the PC-end, speak via the speaker or the pickup, and then you can get the audio from the earphone or
sound box at the device-end. See Figure 2-16.

2 =
3 P L E o oo e <
I'E ol . -

] = gt [0 R

Figure 2-16

2.4 Mouse Operation

Please refer to the following sheet for mouse operation instruction.

Left click | When you have selected one menu item, left click mouse to view menu content.
mouse Modify checkbox or motion detection status.

Click combo box to pop up dropdown list

18



In input box, you can select input methods. Left click the corresponding button
on the panel you can input numeral/English character (small/capitalized). Here
Y stands f or ba c ktangsdocspacdbutton. o n .

In English input mode: _st ands for input a back:;g
deleting the previous character.

QWER T Y U/ I
ASDFGHJ K L : Enter
Z X CV B NM|, .| Shift

In numeral input mode: _ stands for c¢clear and
previous numeral.

Double left | Implement special control operation such as double click one item in the file list

click mouse | to playback the video.
In multiple-window mode, double left click one channel to view in full-window.
Double left click current video again to go back to previous multiple-window
mode.

Right click | In real-time monitor mode, pops up shortcut menu.

mouse Exit current menu without saving the modification.

Press middle | In numeral input box: Increase or decrease numeral value.

button Switch the items in the check box.
Page up or page down

Move mouse | Select current control or move control

Drag mouse | Select motion detection zone

Select privacy mask zone.
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3 Device Installation

Note: All the installation and operations here should conform to your local electric safety rules.

3.1 Device Installation Diagrams

Please refer to the following diagrams to install the NVR.

/ Start ‘

Check there is any
visible damage or not

!

Install HDD, DVD-ROM,
SATA burner

!

Cable Connection

l

Device Initialization
Settings

/ End )
3.2 Check Unpacked NVR

When you receive the NVR from the forwarding agent, please check whether there is any visible damage.
The protective materials used for the package of the NVR can protect most accidental clashes during
transportation. Then you can open the box to check the accessories.

Please check the items in accordance with the list. Finally you can remove the protective film of the NVR.

3.3 About Front Panel and Rear Panel

20



The model number in the stick on the bottom of NVR is very important; please check according to your
purchase order.

The label in the rear panel is very important too. Usually we need you to represent the serial number
when we provide the service after sales.

3.4 HDD Installation

Important:

Please turn off the power before you replace the HDD.

The pictures listed below for reference only.

For the first time install, please be aware that whether the HDDs have been installed or not.

You can refer to the Appendix for HDD space information and recommended HDD brand. Usually we do
not recommend the PC HDD.

Please follow the instructions below to install hard disk.

3.4.1 NVR1BO04 (/L), NVR1BOS (/L), NVR1BO04-4P (/L) Series

1 . Loosen the screws of the bottom of [P  Place the HDD in [B Turn the device upside

the chassis. accordance with the four holesin down and then secure the
the bottom. screws firmly.

¥ Connect the HDD cable and power [P Put the cover back and then

cable to the HDD and the mainboard fix the screws of the rear panel.

respectively. The installation is complete.

3.4.2 NVR1BO4HS (/L), NVR1BO8HS (/L), NVR1B04HS-4P (/L), NVR1B08HS-8P Series
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I . Loosen the screws of the upper [ Connect the one end of the [B Connect the other end of the

cover and side panel. HDD data cable and the power HDD data cable and the power

cable to the mainboard. cable to the HDD.

&{{ -

4 Place the HDD in accordance [P Turn the device upside down; 6 Put the cover in accordance

with the four holes on the bottom of fix the screws to secure the HDD with the clip and then fix the
the chassis. on the bottom of the chassis. screws on the rear panel and side

panel.

3.4.3 NVR2B16 Series

il Loosen the screws of the rear Y Place the HDD in accordance with ¥ Turn the device upside down and
panel and side panel. the four holes in the bottom. then secure the screws firmly. It is to
fix the HDD on the chassis.
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Y Connect the HDD cable and power Z Put the cover in accordance with
cable. the clip and then fix the screws on the
rear panel and side panel.

3.5 Connection Sample

3.5.1 NVRI1BO04 (/L), NVR1BO08 (/L), NVR1B04-4P (/L) Series
Please refer to Figure 3-1 for connection sample.
The following figure for reference only.

Bidirectional Talk VGA dutput
Output

A
Bidirectional Talk ysp
Input Port
HDMI
Network Switch

hallll

|

NebiisricLssr Network User Network User Network Keyboard

Figure 3-1

3.5.2 NVR1BO04HS (/L), NVR1BO8HS (/L), NVR1B04HS-4P (/L), NVR1B0O8HS-8P Series
Please refer to Figure 3-2 for connection sample.
The following figure for reference only.
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! w - ‘ Bidirectional Talk

IPC

VGA OQutput Output HDMI Qutput
P I

5 [0
Ol
T

Power Socket

Bidirectional Talk USB Port
| Input

Network Switch

R

| _SU SR S

Network User

>

Network User Network User Network Keyboard

Figure 3-2

3.5.3 NVR2B16 Series

Please refer to Figure 3-3 for connection sample.
The following figure for reference only.

24



. Q
T :
L 1 veaoutput g

= Bidirectional Talk

HDMI OQutput

o o
o 1 ,_3‘ 5 7
on orr Qu _ 0
() | o@EBof) &S == 8
—— : e\

/o

—

Power Socket

Network Switch
Input

]

B B B =

Network User Network User Network User Network Keyboard

Figure 3-3

| Bidirectional Talk

USB Port
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4 Local Basic Operation

( Note

Slight difference may be found on the user interface. The following figures for reference only.

4.1 Getting Started

4.1.1 Boot up and Shut down
4.1.1.1 Boot up

AWarning

Before the boot up, please make sure:

For device security, please connect the NVR to the power adapter first and then connect the device

to the power socket.

The rated input voltage matches the device power on-off button. Please make sure the power wire

connection is OK. Then click the power on-off button.

. Always use the stable current, if necessary UPS is a best alternative measure.

Please follow the steps listed below to boot up the device.

Step 1 Connect the device to the monitor and then connect a mouse.

Step 2 Connect power cable.

Step 3 Click the power button at the front or rear panel and then boot up the device. After device booted
up, the system is in multiple-channel display mode by default.

4.1.1.2 Shutdown

]I] Note

Whenyous ee correspondi ngngdadtaé b o Do e n b b x c RoB lutton girectiye r
Do not unplug the power cable or click power on-off button to shutdown device directly when device
is running (especially when it is recording.)

B

B

B

There are three ways for you to log out.

a) Main menu (RECOMMENDED)
From Main Menu->Shutdown, select shutdown from dropdown list.
Click OK button, you can see device shuts down.

b) From power on-off button on the rear panel.

4.1.2 Device Initialization
If it is your first time to use the device, please set a login password of admin (system default user). You
can select to use unlock pattern to login or not at your own choosing.

]I] Note

For your device safety, please keep your login password of admin well after the initialization steps, and
change the password regularly.

Please follow the steps listed below.
Step 1 Boot up NVR.

Device displays device initialization interface. See Figure 4-1.
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Step 5

Device Initialization

. Enter Password 2 Unlock Pattern 3 Password Protection

Username

R ce—

Itis 8 to 32-digit containing letter(s), number(s),symbol{s). It ¢ (3
ontains at least two types.

Confirm Password :)
T c—

Figure 4-1

Set login password of admin.

User name: The default user name is admin.

Password/confirm password: The password ranges from 8 to 32 digitals. It can contain letters,
numbers and special characters (excluding I 'L ,[ "L I ;L [ L, &L ). The password shall
contain at least two categories. Usually we recommend the strong password.

Prompt question: If you set the prompt question here. On the login interface, move your mouse

on , device can display the corresponding prompt question for you to remind the password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a
strong password of your own choosing. We also recommend you change your password
periodically especially in the high security system.

Click Next, device goes to the following interface. See Figure 4-2.
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Device Initialization

. Enter Password . Unlock Pattern 3 Password Protection

Please draw the unlock pattern.

Figure 4-2

Step 6 Set unlock pattern.
After set unlock pattern, device goes to password protection interrface. See Figure 4-3.

I;I;] Note

Device adopts unlock pattern to login by default if you have set pattern here. If there is no
unlock pattern, please input the password to login.
Click Skip if there is no need to set unlock pattern.

Device Initialization

. Enter Password . Unlock Pattern . Password Protection

CEN — T T

Security Question

Question 1 (What is your favorite children’s book? )
e —

Question 2 (What was the first name of your first boss? )
e —

Question 3 (What is the name of your favorite fruit? )
e

Figure 4-3
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Step 7 Set security questions.

) Note

Step 8

4.1.3

After setting the security questions here, you can use the email you input here or answer the
security questions to reset admin password. Refer to chapter 4.1.3 Reset password for detailed
information.

Cancel the email or security questions box and then click Next button to skip this step.

Email: Input an email address for reset password purpose. In case you forgot password in the
future, input the security code you got on the assigned email to reset the password of admin. If
you have not input email here or you need to update the email information, please go to the
main menu->Setting->System->Account to set. Refer to chapter 4.10.1.1.2 Modify User for
detailed information.

Security question: Set security questions and corresponding answers. Properly answer the
questions to reset admin password. In case you have not input security question here or you
need to update the security question information, please go to the main
menu->Setting->System->Account->Security question to set. Refer to chapter 4.10.1.3 Security
Question for detailed information.

]:'I:] Note

If you want to reset password by answering security questions, please go to the local menu
interface.
Click OK to complete the device initialization setup.
Device goes to startup wizard interface. Refer to chapter 4.1.4 Quick Settings for detailed
information.

Reset Password

If you forgot admin password, you can reset the password by email or by answering the security
guestions.
Please follow the steps listed below.

Step 1 Go to the device login interface. See Figure 4-4 or Figure 4-5. .
. If you have set unlock pattern, device displays unlock pattern login interface. See Figure 4-4.
C | i Fokgot éinlock patterng device goes to Figure 4-5.
. Ifyou have not set unlock pattern, device displays password interface. See Figure 4-5.
(L Note

Click Switch user button, NVR goes to general user login interface. The default user name is admin.
Click the user name and then select a user from the dropdown list; you can login via other account.
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SYSTEM LOGIN

Forgot Unlock Pattern B Switch User

Figure 4-4

SYSTEM LOGIN

User Name { admin

Password

m Forgot password

Figure 4-5

Step 2 Click .

. Ifyou have not input email address information when you are initializing the device, the interface

is shown as in Figure 4-6. Please input an email address and then click Next button, devices
goes to Figure 4-7.

. If you have input email when you are initializing the device, device goes to Figure 4-7.
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Reset

ResetTyps (Emall T3

Email :) (To reset password )

Figure 4-6

Reset password

Reset Type (QR Code v)

Please scan the QR code on the actual
interface and follow the prompts on

the actual interface to continue.

The security code will be delivered to 1" @qgqg.com.

Figure 4-7
Step 3 Reset login password.

There are two ways to reset the password: Scan QR code and reset by email/security questions
(local menu only)

Email

5

In Figure 4-7, follow the prompts on the interface to scan the QR code, and then input the
security code you get via the assigned email.

A\

Warning

O For the same QR code, max scan twice to get two security codes. Refresh the QR
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code if you want to get security code again.
O The security code on your email is only valid for 24 hours.
Security questions
In Figure 4-6., select security question from the drop down list. Device displays security
question interface. See Figure 4-8. Please input the correct answers here.

Reset

ResetType  (Securly Quesion [

Question 1 ( What is your favorite clkildren"s book? :i

Question 2 [ What was the first name of your first boss? ﬂ

Question 3 ( When did you last enroll? ﬂ

Next

Figure 4-8

Step 4 Click Next button.
Device displays reset password interface. See Figure 4-9.

Reset password

Reset password of (admin)

Use a password that has 8 to 32 characters, it can
be a combination of letter(s), number(s) and sym
bol(s) with at least two kinds of them.(please do n
ot use special symbols like ' " ; : &)

Corim Password ()

Save Cancel

Figure 4-9

Step 5 Input new password and then confirm.

32



A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a
strong password of your own choosing. The password shall be at least 8-digit containing
at least two types of the following categories: letters, numbers and symbols. We also
recommend you change your password periodically especially in the high security
system.

Step 6 Click OK button to complete the setup.

4.1.4 Quick Settings

After you successfully initialize the device, it goes to startup wizard. Here you can quickly configure your
device. It includes smart add, general setup, basic network setup, camera registration, P2P, and schedule
interface.

l:-I;] Note

Once the power is off during the quick settings process, you need to go through startup wizard again
when the device boot up the next time.

After completing all items on the startup wizard, the startup wizard automatically hides when the
device boot up the next time.

Please follow the steps listed below.

Boot up the device and complete the device initialization. Device goes to startup wizard. See Figure 4-10.
Enable smart add function, device can automatically search and add the remote device on the LAN.
Refer to chapter 4.1.4.4 Smart add for detailed information.

Select auto check, device automatically checks there is new applications or not every day.

B

Startup Wizard

The startup wizard includes General, Network,Remote Device, Record Control Settings.

Smart Add Function

After enable smart add function, the remote device initialization is using current device pass
word and email information by default.

Auto-check for updates

Notify automatically when updates available. The system checks for updates every day.
Online Upgrade is a service that provides you with firmware updates by cloud. This service
will collect device information in order to inform you about available firmware updates. Such
information may include your device name, firmware version and device identification num
bers. Such information is processed for the sole purpose of informing you about firmware u
pdates.

Figure 4-10
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£ Note

Smart add and auto check function is for some series products. Refer to your actual interface for detailed
information.

4.1.4.1 General

It is to set NVR basic information such as system date, holiday and etc.

4.1.4.1.1 General

It is to set device basic information such as device name, serial number and etc.

Please follow the steps listed below.

Step 1

Step 2

Step 3

Click Next button,

Enter General interface.

Click General button.

The interface is shown as below. See Figure 4-11.

(L Note

From Main menu->Setting->System->General->General, you can go to the general
interface.

Set parameters.

Device Name: Please input a corresponding device hame here.

Device No: When you are using one remote control (not included in the accessory bag) to
control several NVRs, you can give a name to each NVR for your management.

Language: System supports various languages: Chinese (simplified), Chinese (Traditional),
English, Italian, Japanese, French, Spanish (All languages listed here are optional. Slight
difference maybe found in various series.)

Instant play: It is to set playback time you can view in the preview interface. The value
ranges from 5 to 60 minutes.

Auto logout: Here is for you to set auto logout interval once login user remains inactive for a
specified time. Value ranges from 0 to 60 minutes.

Monitor channels when logout: Here you can set channels you want to view when your
account has logged out. Click the button and then cancel the channel name box, you need

B

B

to login to view the corresponding video. The channel window displaysﬂ in preview

interface.

IPC Time Sync: You can input an interval here to synchronize the NVR time and IPC time.
Mouse sensitivity: You can set double click speed via dragging the slide bard. You can Click
Default button to restore default setup.
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GENERAL

General Date&Time Holiday

Device Name NVR

Device No.

Language (ENGLISH  |7)

Video Standard (PAL  [+)

Instant Playback C)Min.

Autologout (30 Min.
IPC Time Sync (24 )Hours

Mouse Sensitivity Slow J Fast

Figure 4-11

Step 4 Click Apply button to save settings.

4.1.4.1.2 Date and Time

Here you can set device time. You can enable NTP (Network Time Protocol) function so that the device
can sync time with the NTP server.

Step 1 Click Date and time button. See Figure 4-12.

m Note

From Main menu->Setting->System->General->Date and time, you can go to the date and
time interface.

B

B

B

v

O O

System time: Here is for you to set system time

Date format: There are three types: YYYYY-MM-DD: MM-DD-YYYYY or DD-MM-YYYY.
Date separator: There are three denotations to separate date: dot, beeline and solidus.
DST: Here you can set DST time and date by week or by date. Please enable DST function
and then select setup mode. Please input start time and end time and click Save button.
Time format: There are two types: 24-hour mode or 12-hour mode.

NTP: It is to set NTP server, port and interval.

AWarning

System time is very important; do not modify time casually unless there is a must!
Before your time modification, please stop record operation first!
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GENERAL

General Date&Time Holiday

Date Format  (Y¥¥¥M.. |~) Time Format (24-HOUR  |~)
Date Separator (- |9
System Time  (T2017-09 -20 | 19 :55 :01 GMT+08:00 |~)

(O DST DST Type O Week ® Dale
Start Time  @$(2000 -01 -01 | 00 :00
End Time @(2000 -01-01 | 00 :00

O NTP

Server
Pon (23 )(1765535)

Interval Min.

Figure 4-12

Step 5 Click Apply button to save settings.

4.1.4.1.3 Holiday

Here you can add, edit, delete holiday. After you successfully set holiday information, you can view
holiday item on the record and snapshot period.

Step 1 Click Holiday button. See Figure 4-13.

I;Ig Note

From Main menu->Setting->System->General->Holiday, you can go to the holiday interface.
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GENERAL

General Date&Time Holiday

[ 0 | Status Holiday Name

I Y
Add Holidays

Figure 4-13

Step 2 Click Add new holiday button, device displays the following interface. See Figure 4-14.

Add Holidays

ST —

RepeatMode @ Once O Always

Holiday Range ® Date O Week
Start Time (2017 - 09 - 20
End Time ( 2017 - 09 - 20

[ Add More

Figure 4-14
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Step 3 Set holiday name, repeat mode and holiday mode.

() Note

Click Add more to add new holiday information.
Step 4 Click Add button, you can add current holiday to the list.

() Note

O Click the dropdown list of the state; you can enable/disable holiday date.

O Click to change the holiday information. Click to delete current date.

Step 6 Click Apply button to save settings.

4.1.4.2 Basic Network Settings
Set device IP address, DNS (Domain Name System) information.

Preparation

Make sure the device has properly connected to the network.
Step1 Click Next button, device goes to TCP/IP interface. See Figure 4-15.

() Note

From Main menu->Setting->Network->TCP/IP, you can go to the TCP/IP interface.
Different series products have different Ethernet adapter amount and type. Please refer
to the actual product.

0
0
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Ethernet Card IP Address Net Mode NIC Member Edit Unbond
Ethernet Port1 192.168.1.108 Single NIC s

IP Address: 192.168.1.108 Default Gateway: 192.168.1.1 MTU: 1500
MAC Address: 10:22:aa:a1:31:32 Subnet Mask: 255.255,255.0 Mode:STATIC

P Version (VA9
Preferred DNS g8 . 8 . 8 . 8

Alternate DNS 8 . 8 . 4 . 4

Default Card (EthemetPort1  |)

Figure 4-15

Step 2 Click , device display edit interface. See Figure 4-16.
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Ethernet Card  Ethernet Portl
Net Mode @ Single NIC

A N -

MAC Address 10:22:3a:a1:31:32

IP Address 192 . 168 . 1 . 108 (0 pHCP

Subnet Mask 255 . 255 . 255 . O

Default Gateway ( 192 . 168 . 1 . 1

MTU 1500

Figure 4-16

Step 3 Set parameters.

B

IP Version: There are two options: IPv4 and IPv6. Right now, system supports these two IP
address format and you can access via them.

MAC address: The host in the LAN can get a unique MAC address. It is for you to access in
the LAN. It is read-only.

IP address: Here you can use up/down button (p q ) or input the corresponding number to
input IP address. Then you can set the corresponding subnet mask the default gateway.
Default gateway: Here you can input the default gateway. Please note system needs to
check the validity of all IPv6 addresses. The IP address and the default gateway shall be in
the same IP section. That is to say, the specified length of the subnet prefix shall have the
same string.

MTU: Itis to set MTU value of the network adapter. The value ranges from 1280-7200 bytes.
The default setup is 1500 bytes.

Step 4 Click OK to complete the settings.

4.1.4.3 P2P
Click Next button, you can set P2P function. Scan the QR code, download the App to the cell phone, you
can use the smart phone to add the device.

B

Scan the QR code on the actual interface to download the cell phone app. Register an account and

then use.

Go to the www.easy4ip.com to register an account and use the SN to add a device. Refer to the P2P

operation manual for detailed information.

Warning
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Before use the P2P function, make sure the NVR has connected to the WAN.
Please follow the steps listed below.
Step1 Click Next button.

Enter P2P interface. See Figure 4-17.

() Note

From main menu->Setting->Network->P2P, you can go to P2P interface.

Enable

Status Mot Connected

DMSS Mobile APP SN

]

Scan QR to download 000000000000000000

Figure 4-17

Step 2 Check the box to enable P2P function.
Step 3 Click Next button to complete setup.
The status is online if the P2P registration is successful.
Client Operation
Please follow the steps listed below.
Step 1 Use the cell phone to scan the QR code on the interface and then download and install the cell

phone app.
,
Step 2 Open App; tap to go to the Live preview.
Step3 Tap at the top left corner, you can see the main menu.

Step 4 Tap Device manager button, you can use several modes (P2P/DDNS/IP and etc.) to add the

device. Click to save current setup. Tap Start Live preview to view all-channel video from
the connected device. See Figure 4-18.
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Reglster Mode: Fap

MNarme:

Usarnama: adrmin
Passwond: TTTY!
Live Preview: Exira
Playback: Exira
oy Check VTO

Start Live Preview

Figure 4-18

Step 5 Click Start live preview to view real-time video.

4.1.4.4 Smart Add
]:-I—:] Note

The following figure appears if you check the box to enable smart add function on the startup wizard.
When the network camera(s) and the device are in the same router or switch, you can use smart add
function to add network cameras to the device.
Please follow the steps listed below.
Step1 Click Next,

Enter the following interface. See Figure 4-19.

() Note

On the preview interface, right click mouse and then select Smart add.
On the Smart add mode, the connected camera uses NVR password and email information
by default.

B

42



Device Initialization

Device is auto adding IPC now...

Figure 4-19

Step 2 Click Next button to continue.
1) Device now enables DHCP function. It says DHCP is in process now, please wait. See
Figure 4-20.

Smart Add

L]
‘r\ DHCP is in process now. Please wait....

Next

Figure 4-20

2) Device goes to change IP address interface. Please change IP address if necessary and
then click OK button. See Figure 4-21. Please note this step is optional.
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Q;] Note

Please make sure there are several IP segments in the LAN. Otherwise, you can skip this
step.

Smart Add

Prompt

DHCP failed! For the multiple-IP segment
environment. Please set NVR network
information. The NVR can change the IPC IP
information accordingly and then add to the
NVR!

NVR detects several |...

Example :172.31.0.0,192.168.1.0,.....

IP Address 192 . 168 . 1 . 108 =0
Subnet Mask 255 . 255 . 255 . 0O

Default Gateway [ 192 . 168 . 1 . 1

Save Cancel

Figure 4-21

3) After complete DHCP function, device is automatically adding network camera to the
corresponding channels. See Figure 4-22.

Smart Add

192.168.1.111 192.168.1.112

Figure 4-22
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4) Device pops up following dialog box after it successfully added network cameras. See
Figure 4-23.

Message

Successfully added the channel(s)!

Figure 4-23
Step 3 Click YES button to complete smart add operation.

4.1.4.5 Registration
M Note

If you skip the smart add function on the startup wizard process, please go to this interface to add the
remote device.
After add remote device, the device can receive, storage, and manage the video streams of the remote
device. You can view, browse, playback, manage several remote devices at the same time.
Step1 Onthe P2P interface, click Next button.

Enter remote device interface. See Figure 4-24.

I;Ig Note

There are two ways to go to Registration interface.
From main menu->Setting->Camera->Registration, you can go to the registration interface.
On the preview interface, right click mouse and then select Registration.
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REGISTRATION

-— 0 uninsalized

Modi Status |P Address Device Name
10.15.23.43 37777 2L0204APAGO0053 el:
10.15.108.203 37777 3D02ESBPANOOO18 el:
10.15.6.108 37777 EVS
10.15.5.111 37777
10.15.5.113 37777

Add

Added Device

CH Camera Name Modify Delete Status IP Address

D1 Channel 1 : @ 10.15.6.108 37777
D2 Channel 2 ' = 10.15.23.43 37777
D3  Channel 3 : @ 10.15.6.108 37777
D4  Channel 4 ' @ 10.15.5.111 37777

Remaining/Total Bandwidth: 77.98Mbps/80Mbps

Figure 4-24

Step 2 Set parameters
., Channel: It is the device channel number. If you have not added the network camera, the
channel number is shown asBE.

Status: Red circle (-) means current channel has no video, green circle (ﬂ) means

current channel has video.
. |P address: Itis to display network camera IP address.
. Type: There are two connection types. You can use the network to connect to the camera or

use the WIFI. The E means current network camera connection mode is general; the

D means current network camera mode is hotspot.

Add/Delete: Click B to delete the device, click to add the device to the NVR.

Step 3 Add network camera.
Device search: Click the button; you can search all network cameras in the same network
segment. See Figure 4-25. Double click a camera or check the camera box and then click
Add button; you can add a device to the list.

m Note

The device in the added device list is not shown in the search result column.
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REGISTRATION

[ 36 | | Modify Status IP Address Device Name MA -]
10.15.23.43 37777 21 0204APAG0O0053 eO0:
10.15.108.203 37777 3D02ES5BPANO0D18 eO0:
10.15.6.108 37777 EVS 4c:
10.15.5.111 37777
10.15.5.113 37777

Add

Added Device

Camera Name Modify Delete Status IP Address
D1 Channel 1 : @ 10.15.6.108
D2  Channel 2 ' @ 10.15.2343
D3  Channel 3 : @ 10.15.6.108
D4  Channel 4 : @ 10.155.111

Remaining/Total Bandwidth: 77.99Mbps/80Mbps

Figure 4-25

Manual Add: Click Manual Add button, you can set the corresponding network camera
information and then select the channel you want to add. See Figure 4-26.
O Manufacturer: Please select from the dropdown list.

'Z'IJNOTG

Different series products may support different manufactures, please refer to the actual
product.

O IP address: Input remote device IP address.

O RTSP port: Input RTSP port of the remote device. The default setup is 554.

'Z'IJNOTG

Skip this item if the manufacture is Private or General.
O HTTP port: Input HTTP port of the remote device. The default setup is 80.

['I;'Note

Skip this item if the manufacture is ONVIF or General.

O TCP port: Input TCP port of the remote device. The default setup is 37777.

O User name/password: The user name and password to login the remote device.

O Channel No.: Input channel amount or click the Connect button to get the channel
amount of the remote device.

['I;'Note
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We recommend click Connect button to get remote device channel amount, the manual add
operation may result in failure if the input channel amount is not right.
O Remote channel No.: After getting the remote device channel amount, click Setup to

select a channel.

Lot

Click to select one or more remote channel numbers here.
O Channel: The local channel number you want to add. One channel name has

corresponding one channel number.

Note

Ot Or O E O O

Decode buffer: There are three items: realtime,local,fluent.
Service type: There are four items: auto/TCP/UDP/MULTICAST(ONVIF device only)

The default connection mode is TCP if the connection protocol is private.
There are three items: TCP/UDP/AUTO if the connection protocol is ONVIF.
There are two items: TCP/UDP if the connection protocol is from the third-party.

Manual Add

Channel

Manufacturer

IP Address

TCP Port

User Name
A
Password
! Decode Buifer

»

Remote Cha...

(Private

Channel 2
(192.168.0.0
G )

(admin

(Default

@

Figure 4-26

Step 4 Click OK to add the camera to the device.

l:“l’:] Note

Click to change the remote device information. Click to delete remote device. .

4.1.4.6 Schedule

After set record schedule and snapshot schedule, the device can automatically record video and

shapshot image at the specified time.
4.1.4.6.1 Schedule Record

After set schedule record, device can record video file according to the period you set here. For example,
the alarm record period is from 6:00° 18:00 Monday, device can record alarm video files during the

6:00" 18:00.
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All channels are record continuously by default. You can set customized record period and record type.
Step 1 Click Next button.
Enter schedule interface. See Figure 4-27.

m Note

From main menu->Setting->Storage->Schedule->Record, you can go to the record interface.

Step 2

SCHEDULE

Record Snapshot

Channel(D1___[7) Pre-record (s ANR(1800 )s ()

Regular @ otion Oalarm OwMD&Alarm
All ] 2 4 6 8 10 12 14 16 18 20 22 24
Sun

Mon
Tue
Wed
Thu
Fri

Sat

o
o
o
o
o
o
o 3

Figure 4-27
Set parameters.
Channel: Please select the chan n e | number first. You <can

B

the whole channels.

: Sync connection icon. Select icon E of several dates, all checked items can be

edited or together. Now the icon is shown as.

uz Click it to delete a record type from one period.

Record Type: Please check the box to select corresponding record type. There are four
types: Regular/MD (motion detect)/Alarm/MD&Alarm.

Week day: There are eight options: ranges from Saturday to Sunday and all.

Holiday: It is to set holiday setup. Please note you need to go to the General interface (Main
Menu->Setting->System->General) to add holiday first. Otherwise you cannot see this item.
Pre-record: System can pre-record the video before the event occurs into the file. The value
ranges from 1 to 30 seconds depending on the bit stream.
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Redundancy: System supports redundancy backup function. It allows you backup recorded
file in two disks. You can highlight Redundancy button to activate this function. Please note,
before enable this function, please set at least one HDD as redundant. (Main
menu->Setting->Storage->HDD Manager). Please note this function is null if there is only
one HDD.

ANR: It is to save video to the SD card of the network camera in case the network
connection fails. The value ranges from Os’ 43200s. After the network connection resumed,
the system can get the video from the SD card and there is no risk of record loss.

o

Period setup: Click button B after one date or a holiday, you can see an interface shown
as in Figure 4-28.There are four record types: regular, motion detection (MD), Alarm, MD &
alarm.

Current Date: Sun

Period 1 (00:00 -24:00 PRegular  [Motion DAlarm MD&Alarm
Period 2 {00 :00 -24:00 ORegular  [JMotion DaAlarm MD&Alarm
Period 3 (00:00 -24:00 ORegular  [DJMotion DAlarm MD&Alarm
Period 4 {00:00 -24:00 ORegular  [JMotion DAlarm MD&Alarm
Period 5 {00 :00 -24:00 ORegular  [JMotion Dalarm MD&Alarm
Period 6 {00 :00 -24:00 ORegular  [JMotion DaAlarm MD&Alarm

Copy

Oan Sun [JMon [(JTue JWed (JThu JFi [(Jsat

Figure 4-28

Please following the steps listed below to draw the period manually.
Step 1 Select a channel you want to set. See Figure 4-29.

Channel (A9

Figure 4-29

Step 2 Set record type. See Figure 4-30.
Regular @ Motion JAlarm OMmD&Alarm

Figure 4-30

m Note
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When the record type is MD (motion detect), alarm, MD&Alarm, please enable the channel
record function when corresponding alarm occurs. For example, when the alarm type is MD,
from main menu->Setting->Event->Video Detect->Motion Detect, please select the record
channel and enable record function. See Figure 4-31.

When the record type is MD (motion detect), alarm, MD&Alarm, refer to chapter 4.7.1 Video
detect, chapter 4.7.2 Alarm Settings.

SETTING
T NETWORK i EVENT B STORAGE [C4 sYsTEM

VIDEQ DETEC...
ALARM
ABNORMALITY Channel D1 ~) Enable

Motion Detect| Video Loss Tampering

Region Set

Period Set Anti-dither C)s

[Jshow Message [DJsend Email

PRecord Channel

[OPTZ Activation Set Post Record s
OTour

[snapshot

Olog

[Ovoice Prompts  File Name

[DBuzzer

Figure 4-31

Step 3 Please draw manually to set record period. There are six periods in one day. See Figure
4-32.

I;Ig Note

If you have added a holiday, you can set the record period for the holiday.
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SETTING
%, CAMERA 7~ NETWORK s EVENT !,,STORAGE [C4 SYSTEM

BASIC
SCHEDULE
HDD MANAGE Channel (D1 ¥) Pre-record (4 )s ANR(1800 )s (J

RECORD

Rec Snapshot

Continuous .Motion DAIarm DMD&AIarm
HDD DETECT 0 2 4 6 8 10 12 14 16 18 20 22 24

*
e
s
°
&
&
°

Figure 4-32

Step 4 Click Apply button to save schedule record settings.

Q;] Note

Please enable auto record function so that the record plan can become activated. Refer to chapter
4.1.4.6.3 Record control for detailed information.

4.1.4.6.2 Schedule Snapshot

It is to set schedule snapshot period.

After set schedule snapshot, device can snapshot image according to the period you set here. For
example, the alarm snapshot period is from 6:00° 18:00 Monday, device can snapshot during the 6:00°
18:00 when an alarm occurs.

Step 1 Click Snapshot button, device goes to following interface. See Figure 4-33.

Q;] Note

From main menu->Setting->Storage->Schedule->Snapshot, you can go to the snapshot
interface.
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% CAMERA

BASIC
SCHEDULE
HDD MANAGE
RECORD

HDD DETECT

- NETWORK

Rec

Channel{ D1 v

® continuous

1] 2

g EVENT

Snapshot

SETTING

.Motion

Figure 4-33

Step 2 Select a channel to set schedule snapshot.
Step 3 Set snapshot type as schedule. Refer to chapter 4.2.5.3 Snapshot for detailed information.
Step 4 Check the box to set alarm type. See Figure 4-34.

Continuous

m Note

.Motion

DAIarm
Figure4-34

!,,STORAGE

OAlarm
6 8 10 12 14

@ SYSTEM

OmD&Alarm

18

20 22 24
4

o
°
o
o
o
&
o

OMD&AIarm

shapshot channel and enable snapshot function. See Figure 4-35.

Video detect, chapter 4.7.2 Alarm Settings.

When the record type is MD (motion detect), alarm, MD&Alarm, please enable the channel
snapshot function when corresponding alarm occurs. For example, when the alarm type is
MD, from main menu->Setting->Event->Video Detect->Motion Detect, please select the

When the snapshot type is MD (motion detect), alarm, MD&Alarm, refer to chapter 4.7.1
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SETTING

%, CAMERA 7~ NETWORK i EVENT B STORAGE [ SYSTEM

VIDEO DETEC...
ALARM
ABNORMALITY Channel D1 ) Enable

Regen
Period Set Anti-dither C)s

[Jshow Message [(Jsend Email

[PRecord Channel

(OPTZ Activation Set Post Record 5
OTour

& Snapshot

Utog

[Ovoice Prompts  File Name(Nene [

(OBuzzer

Motion Detect| VideolLoss  Tampering

Figure 4-35

Step 5 Refer to chapter 4.1.4.6.1 to set snapshot period.
Step 6 Click Apply button to save snapshot plan.

Q;] Note

Please enable auto snapshot function so that the snapshot plan can become activated. Refer to
chapter 4.1.4.6.3 Record control for detailed information.

Step 7 Click Finish button, system pops up a dialogue box. Click the OK button, the startup wizard is
complete. See Figure 4-36.

Message

Wizard is finished.

Figure 4-36
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4.1.4.6.3 Record Control

£ Note

You need to have proper rights to implement the following operations. Please make sure the HDD
has been properly installed.

There are two ways for you to go to record menu.

5

5

Right click mouse and then select Manual->Record.
In the main menu, from Setting->Storage->Record.

After set schedule record and schedule snapshot function, please enable auto record and auto
shapshot function so that the device can automatically record and snapshot. System supports main
stream and sub stream. There are three statuses: schedule/manual/stop. See Figure 4-37. Please
highlight iconl n L to select corresponding channel.

B

B

Manual: The highest priority. After manual setup, all selected channels will begin general recording.
Auto: Channel records as you have set in recording setup (Main
Menu->Setting->Storage->>Schedule)

Off: Current channel stops recording.

All: Check All button after the corresponding status to enable/disable all-channel schedule/manual
record or enable/disable all channels to stop record.

Snapshot: Select one or more channel(s) first and then enable/disable schedule snapshot function.

SETTING
%, CAMERA 7 NETWORK s EVENT B, sTORAGE [4 SYSTEM

BASIC
SCHEDULE
HDD MANAGE
RECORD

HDD DETECT

Main Stream All
Auto

Manual

Off

Sub Stream
Auto @]
Manual Q
Off O
Sub Stream2
Auto

Manual

Off

Snapshot
Enable

Disable

Figure 4-37

4.1.4.6.4 Record Info
After system recorded video files, go to the record info interface to view device name, start time, end time
and etc.
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From main menu->Info-System->Record, the interface is shown as below. See Figure 4-38.

[E sYsTEM g, EVENT [ELNETWORK '§LOG

HDD
RECORD
BPS
VERSION

Device Name Start Time
2000-00-00 00:00:00 2000-00-00 00:00:00

Figure 4-38

4.2 Camera

4.2.1 Connection

After register a remote device to the NVR, you can view the video on the NVR, and manage and storage
the video file. Different series products support different remote device amount. Refer to chapter 4.1.4.4
Registration to add a camera.

4.2.1.1 Change IP address

Step1 From Main menu->Setting->Camera->Registration, check the box before the camera name and

then click Change IP or click the E before the camera name.

Enter change IP interface. See Figure 4-39.

m Note

Check the box before several cameras, change the IP addresses of several cameras at the
same time.
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Step 2

Step 3
Step 4

IP Setting

Checked Device No.: 1

O DHCP User Name
@® STATIC Password :)

IP Address 10 .15 . 5 . 111 Incremental Value @

Subnet Mask 255 .25 . 0 . O
Default Gateway ( 10 . 15 . 0 . 1
| 1 [Serial No. IP Address

2F00834PAMVMSPP  10.15.5.111

Save Cancel

Figure 4-39

Select IP mode.

Check DHCP, there is no need to input IP address, subnet mask, and default gateway. Device
automatically allocates the IP address to the camera.

Check Static, and then input IP address, subnet mask, default gateway and incremental value.

l:,_I_:] Note

If it is to change several devices IP addresses at the same time, please input incremental value.
Device can add the fourth address of the IP address one by one to automatically allocate the IP
addresses.

If there is IP conflict when changing static IP address, device pops up IP conflict dialogue box. If
batch change IP address, device automatically skips the conflicted IP and begin the allocation
according to the incremental value

Input remote device user name and password.

Click OK button to save settings.

After the changing operation, search again, device displays new IP address.

m Note

When change IP addresses of several devices at the same time, make sure the cameras user
name and passwords are the same.

4.2.2 Remote Device Initialization

Remote device initialization can change remote device login password and IP address.
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l:,_I_:] Note

When connect a camera to the NVR via PoE port, NVR automatically initialize the camera. The
camera adopts NVR current password and email information by default.

When connect a camera to the NVR via PoE port after NVR upgraded to the new version, the NVR
may fail to initialize the camera. Please go to the Registration interface to initialize the camera.

Step1 From main menu->Setting->Camera->Registration.
Enter Registration interface.

Step 2 Click Device Search and then click Uninitialized.
Device displays camera(s) to be initialized.

Step 3 Select a camera to be initialized and then click Initialize.
Device displays password setup interface. See Figure 4-40.

m Note

. If you want to use current device password and email information, the remote device
automatically uses NVR admin account information (login password and email). There is no
need to set password and email. Please go to step 4.

Enter Password

[PUsing current device password and email info.

Figure 4-40

1. Cancel using current device password and email information,
Enter password setting interface. See Figure 4-41.
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Enter Password

[(Jusing current device password and email info.

Username

Itis 8 to 32-digit containing letter(s), number(s),symbol(s). It c
ontains at least two types.

Figure 4-41

2. Set camera password.

. The user name is admin. The password ranges from 8 to 32 digitals. It can contain letters,
numbers and speci al c hfa;r @a,c)it The pads§ae shall conthin at pasti ' 0
two categories. Usually we recommend the strong password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a
strong password of your own choosing. We also recommend you change your password
periodically especially in the high security system.

3. Click Next button.

Enter input email interface. See Figure 4-42.
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Security Questions

Figure 4-42

4. Set email information.
Email: Input an email address for reset password purpose.

ﬂ;l Note

Cancel the box and then click Next or Skip if you do not want to input email information here.
Step 4 Click Next button.

Enter Change IP address interface. See Figure 4-43.
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IP Setting

Checked Device No.: 1

O DHCP User Name
® STATIC Password :)

IP Address 10 .15 . 5 .11 IncremenlalVaIue@
Subnet Mask 265 . 266 . 0 . O

Dstaut Gatevay (016 8 1)

- erial No. IP Address
2F00834PAMVMSEPP  10.15.5.111

Figure 4-43

Step 5 Set camera IP address

Step 6

Check DHCP, there is no need to input IP address, subnet mask, and default gateway. Device
automatically allocates the IP address to the camera.
Check Static, and then input IP address, subnet mask, default gateway and incremental value.

m Note

, Ifitis to change several devices IP addresses at the same time, please input incremental
value. Device can add the fourth address of the IP address one by one to automatically
allocate the IP addresses.

. If there is IP conflict when changing static IP address, device pops up IP conflict dialogue
box. If batch change IP address, device automatically skips the conflicted IP and begin the
allocation according to the incremental value

Click Next button.

Device begins initializing camera. See Figure 4-44.
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Device Initialization

Device Initialization Finished

Serial No. Results
192.168.1.108 1D004BOYAZ00003 Initialize: Succeed

Figure 4-44

Step 7 Click Finish to complete the setup.

4.2.3 Short-Cut Menu to Register Camera

If you have not registered a remote device to a channel, please go to the preview interface to add.
Step1 On the preview interface,

Move your mouse to the center, thereisanic o n fi +Kigure &£45e

Figure 4-45

Step 2 Click i+Q device pops up interface to add network camera. Refer to chapter 4.1.4.5 Registration
for detailed information.

4.2.4 Image

It is to set network camera parameters according to different environments. It is to get the best video
effect.

From main menu->setting->camera->image, you can see the image interface is shown as below. See
Figure 4-46.
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O O O

O

OO OO Or O

O

Channel: Select a channel from the dropdown list.

Saturation: It is to adjust monitor window saturation. The value ranges from 0 to 100. The default
value is 50. The larger the number, the strong the color is. This value has no effect on the general
brightness of the whole video. The video color may become too strong if the value is too high. For
the grey part of the video, the distortion may occur if the white balance is not accurate. Please note
the video may not be attractive if the value is too low. The recommended value ranges from 40 to 60.
Brightness: It is to adjust monitor window bright. The value ranges from 0 to 100. The default value is
50. The larger the number is, the bright the video is. When you input the value here, the bright
section and the dark section of the video will be adjusted accordingly. You can use this function
when the whole video is too dark or too bright. Please note the video may become hazy if the value
is too high. The recommended value ranges from 40 to 60.

Contrast: It is to adjust monitor window contrast. The value ranges from 0 to 100. The default value
is 50. The larger the number is, the higher the contrast is. You can use this function when the whole
video bright is OK but the contrast is not proper. Please note the video may become hazy if the value
is too low. If this value is too high, the dark section may lack brightness while the bright section may
over exposure .The recommended value ranges from 40 to 60.

Auto Iris: It is for the device of the auto lens. You can check the box before ON to enable this
function. The auto iris may change if the light becomes different. When you disable this function, the
iris is at the max. System does not add the auto iris function in the exposure control. This function is
on by default.

Mirror: It is to switch video up and bottom limit. This function is disabled by default.

Flip: It is to switch video left and right limit. This function is disabled by default.

BLC: It includes several options: BLC/WDR/HLC/OFF.

BLC: The device auto exposures according to the environments situation so that the darkest area of
the video is cleared

WDR: For the WDR scene, this function can lower the high bright section and enhance the
brightness of the low bright section. So that you can view these two sections clearly at the same time.
The value ranges from 1 to 100. When you switch the camera from no-WDR mode to the WDR mode,
system may lose several seconds record video.

HLC: After you enabled HLC function, the device can lower the brightness of the brightest section
according to the HLC control level. It can reduce the area of the halo and lower the brightness of the
whole video.

OFF: It is to disable the BLC function. Please note this function is disabled by default.

Profile: It is to set the white balance mode. It has effect on the general hue of the video. This function
is on by default. You can select the different scene mode such as auto, sunny, cloudy, home, office,
night, disable and etc to adjust the video to the best quality.

Auto: The auto white balance is on. System can auto compensate the color temperature to make
sure the vide color is proper.

Sunny: The threshold of the white balance is in the sunny mode.

Night: The threshold of the white balance is in the night mode.

Customized: You can set the gain of the red/blue channel. The value reneges from 0 to 100.
Day/night. It is to set device color and the B/W mode switch. The default setup is auto.

Color: Device outputs the color video.

Auto: Device auto select to output the color or the B/W video according to the device feature (The
general bright of the video or there is IR light or not.)

B/W: The device outputs the black and white video.
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O Sensor: It is to set when there is peripheral connected IR light.
Please note some non-IR series product support sensor input function.

SETTING

T CAMERA TNETWORK iwg EVENT

REGISTRATION
IMAGE
ENCODE

CAM NAME

Channel D2

Conlfig Files (Configl

Imagen

Brightness

Contrast

Saturation

Sharpness

Gamma

Mirror

Flip (Normal
Exposure BLC

Mode (:Close
3DDencise @ On O Off
WB Day & Night

Mode i:Au!o [ Mode

( Default ) ( Refresh | (_save )( Cancel )( Apply )

Figure 4-46

4.25 Encode

It is to set video encode parameters such as video bit rates, video overlay, snapshot settings.
4.2.5.1 Encode
It is to set IPC encode mode, resolution, bit stream type and etc.

Q;] Note

Some series products support three streams: main stream, sub stream 1, sub stream 2. The sub stream

maximally supports 1080P.

From Main menu->Setting->System->Encode, you can see the following interface. See Figure 4-47.

Channel: Select the channel you want.

., Type: Itis to set device bit stream type.

O For main stream, there are three options: regular/motion detect/alarm. The sub stream supports
regular bit streams only.

B

O The active control frame function (ACF) can record in different frame rates. For example, you can
use high frame rate to record important events, record scheduled event in lower frame rate.

O Set different frame rates for different record events.
I;_I_:_] Note
Some series products do not support motion detect bit streams and alarm streams.

., Compression: Video encode mode.

O H.264: Main Profile encode mode.

O H.264H: High Profile encode mode.
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O O O

H.264B: Baseline Profile encode mode.

H.265: Main Profile encode mode.

MJPEG: System needs high bit streams to guarantee video definition. Use the recommended max
bit stream value to get the better video effect.

Smart Codec: This function is to reduce bit streams.

(L Note

O Some series products support smart codec function.

O After changing smart code, please reboot network camera and some network camera functions
(such as IVS, ROI, SVC, lobby mode and etc.) becomes null. Please think twice before the
operation.

Resolution: The resolution here refers to the capability of the network camera.

(L Note

Different series products support different resolutions. Please refer to the actual interface for

detailed information.

Frame rate (FPS): The video frame amount displayed in each second. The higher the frame rate is,

the clearer and more fluent the video is. The frame rate may vary depending on the resolution.

Bit rate type: System supports two types: CBR and VBR.

O Main stream: It is to set frame rate to change video quality. The higher the frame rate is, the
better the video quality is. The referenced bit rate is the recommended value.

O Sub stream: In CBR mode, the bit stream is near the specified value. In VBR mode, the video
guality changes according to the bit stream value. But its max value is near the specified value.
Reference bit rate: The reference bit rate depends on the resolution and frame rate you set.

Video/audio: You can enable or disable the video/audio. The main stream is enabled by default.

After enable the audio function, the record file is composite file consisting of the video and audio. For

the sub stream 1, please enable video first and then enable audio function.

Audio format: Set audio encode format.

]'I-'] Note

Different series products support different audio encode mode. Please refer to the actual interface
for detailed information.

Sampling rate: Audio sampling rate refers to the sampling amount within 1 second. The higher the
value is, the better the audio is. The default setup is 8K.

Copy: After you complete the setup, you can click Copy button to copy current setup to other
channel(s). You can see an interface is shown as in Figure 4-50. You can see current channel
number is grey. Please check the number to select the channel or you can check the box ALL.
Please click the OK button in Figure 4-50 and Figure 4-48 respectively to complete the setup. Please
note, once you check the All box, you set same encode setup for all channels. Audio/video enable
box, overlay button and the copy button is shield.

Please highlight icon O to select the corresponding function.
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T CAMERA

REGISTRATION
IMAGE
ENCODE

CAM NAME

4.2.5.2 Overlay
Click overlay button, you can see an interface is shown in Figure 4-48.

Cover area: Here is for you to cover area section. You can drag you mouse to set proper section size.
In one channel video, system max supports 4 zones in one channel. You can set with Fn button or

B

direction buttons.

SETTING

FPNETWORK wm EVENT

Encode Overlay Snapshot

Channel CI.
Code-Stream Type (Regular  [~)
Compression H.265 )

Resolution 1920x108... [~)
FrameRate(FPS) (30 [

Bit Rate Type CBR )

Bit Rate(Kb/S) 1536 [~)
Reference Bit Rate 768-6400Kb/S
Audio/Video

Figure 4-47

!,STORAGE [C4 SYSTEM

Sub Stream1 D

H.264H

352x240(CIF)

25
CBR

Preview/monitor: The cover area has two types. Preview and Monitor. Preview means the privacy
mask zone cannot be viewed by user when system is in preview status. Monitor means the privacy
mask zone cannot be view by the user when system is in monitor status.

Time display: You can select system displays time or not when you playback. Please click set button
and then drag the title to the corresponding position in the screen.

Channel display: You can select system displays channel number or not when you playback. Please
click set button and then drag the title to the corresponding position in the screen.
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SETTING

T CAMERA FTNETWORK e EVENT B STORAGE 4 sysTEM

REGISTRATION
IMAGE
ENCODE Channel (b1 |9
CAM NAME Time Display Monitor
Channel Display Monitor
Cover-Area [ Monitor

Encode Overlay Snapshot

Figure 4-48

4.2.5.3 Snapshot
Here you can set snapshot mode, picture size, quality and frequency. See Figure 4-49.

B

Snapshot mode: There are two modes: Timing and Trigger. If you set timing mode, you need to set
shapshot frequency. If you set trigger snapshot, you need to set snapshot activation operation.
Image size: Here you can set snapshot picture size.

Image quality: Here you can set snapshot quality. The value ranges from 1 to 6.

Snapshot frequency: It is to set snapshot interval at timing mode.
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SETTING

T2 CAMERA FPNETWORK s EVENT P STORAGE [ sYSTEM

REGISTRATION
IMAGE

ENCODE Manual Snap Time

CAM NAME
Channel
Mode (Timing 1"
Image Size (1920x108... [)
aually CR—
Snapshot Frequency SPL

Encode Overlay Snapshot

Figure 4-49

| D1 |(D2 )(D3 ][ D4

| OK i Cancel J

Figure 4-50

4.2.6 Channel Name

From main menu->Setting->Camera-Channel name, you can see an interface shown as in Figure 4-51.
It is to modify channel name. It max supports 63-character.
Please note you can only modify the channel name of the connected network camera.
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T CAMERA

REGISTRATION
IMAGE
ENCODE

CAM NAME

FENETWORK

Camera Name
D1
D3 Visual

SETTING

fwm EVENT B sToRAGE [ sysTEM

D2
D4 DH-HDW4830EM

4.2.7 Remote Upgrade

It is to upgrade the connected network camera firmware. It includes online upgrade and file upgrade.

Figure 4-51

From main menu->setting->camera->registration, the interface is shown as below. See Figure 4-52.

T CAMERA

REGISTRATION
IMAGE
ENCODE

CAM NAME

Online Upgrade

SETTING

FINETWORK s EVENT B, STORAGE [ sysTEM

Regjistration Status Firmware Upgrade

Device Upgrade(0/3)

C.. Stalus

Type
IP Address System Version Status Upgrade
10.15.6.108 To be upgraded

10.15.6.108 To be upgraded
10.15.5.113  3.218.000000... To be upgraded

File Upgrade || Manual Check | [ Online Upgrade

Figure 4-52
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Step1 Select a remote device and then click the Detect button on the right side, or check a box to
select a remote device and then click Manual Check.
System detects the new version on the cloud.

Step 2 Select a remote device that has new version and then click online upgrade.
After successful operation, system pops up upgrade successful dialogue box.

File upgrade

Step 1 Select a channel and then click File upgrade.
Step 2 Select upgrade file on the pop-up interface.
Step 3 Select the upgrade file and then click OK button.
After successful operation, system pops up upgrade successful dialogue box.

(3 Note

If there are too much remote devices, select device type from the drop-down list to search the
remote device you desire.

4.2.8 Remote Device Info

4.2.8.1 Device Status
Here you can view the IPC status of the corresponding channel such as motion detect, video loss,
tampering, alarm and etc. See Figure 4-53.

IPC status:=: Front-end does not support. il Front-end supports. n: There is alarm
event from current front-end.

Connection status:: Connection succeeded. .: Connection failed.

Refresh: Click it to get latest front-end channel status.
SETTING

T CAMERA FENETWORK fgm, EVENT E,STORAGE IE SYSTEM

REGISTRATION

Registration Status Firmware Upgrade
IMAGE

ENCODE CH  Staus iPAddress  VideoDelect IPCExiAlam _CameraName |
CAM NAME D1 10.15.23.43 == - PC

D2 10.15.23.42 -- == IPC

D3 10.15.23.99 -- = Visual

« I

Figure 4-53
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4.2.8.2 Firmware

It is to view channel, IP address, manufacturer, type, system version, SN, video input, audio input,
external alarm and etc. See Figure 4-54.

SETTING

5 CAMERA TENETWORK iy EVENT B, sTORAGE 4 sYSTEM

REGISTRATION
IMAGE

ENCODE IP Address Manufacturer Type System Version

CAM NAME 10.15.23.43 Private IPC-HUMS8230-E1 2.460.000000...  2L020
10.15.23.42 Private IP Camera 2.600.0007.13... 3F04B
10.15.23.99 Private TPC-PT8320 2.404.0000.3... 2L014
192.168.1.128 Private

Registration Status Firmware Upgrade

Figure 4-54

4.3 Preview

After device booted up, the system is in multiple-channel display mode. See Figure 4-55.Please note the
displayed window amount may vary. The following figure is for reference only. Please refer to chapter 1.3
Specifications for the window-amount your product supported

] it}

Figure 4-55

4.3.1 Preview

If you want to change system date and time, you can refer to general settings (Main
Menu->Setting->System->General). If you want to modify the channel name, please refer to the
display settings (Main Menu->Camera->CAM name)

Please refer to the following sheet for detailed information.

SN Icon Function

1 i When current channel is recording, system displays this icon.
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SN Icon Function

2 'ﬁ When motion detection alarm occurs, system displays this icon.

3 ? When video loss alarm occurs, system displays this icon.

4 ﬂ When current channel is in monitor lock status, system displays this
icon.

Tips

Preview drag: If you want to change position of channel 1 and channel 2 when you are
previewing, you can left click mouse in the channel 1 and then drag to channel 2, release mouse
you can switch channel 1 and channel 2 positions.

Use mouse middle button to control window split: You can use mouse middle button to switch
window split amount.

B

4.3.2 Preview Control Interface

Move you mouse to the top center of the video of current channel, you can see system pops up the
preview control interface. See Figure 4-56. If your mouse stays in this area for more than 6 seconds
and has no operation, the control bar automatically hides.

1 2 3 45 6

Figure 4-56

1) Instant playback

It is to playback the previous 5-60 minutes record of current channel.

Please go to the Main menu->Setting->->System->General to set real-time playback time.
System may pop up a dialogue box if there is no such record in current channel.

2) Digital zoom
It is to zoom in specified zone of current channel. It supports zoom in function of multiple-channel.

. -
Click button, the button is shown as.
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There are two ways for you to zoom in.

Drag the mouse to select a zone, you can view an interface show as Figure 4-57.

Figure 4-57
Put the middle button at the center of the zone you want to zoom in, and move the mouse, you
can view an interface shown as in Figure 4-58.

Figure 4-58
Right click mouse to cancel zoom and go back to the original interface.

3) Manual record function
It is to back up the video of current channel to the USB device. System cannot backup the video of
multiple-channel at the same time.

=0
Click button, system begins recording. Click it again, system stops recoridng. You can find the record
file on the flash disk.

4) Manual Snapshot

Click m to snapshot 1-5 times. The snapshot file is saved on the USB device or HDD. You can go to

the Search interface (chapter 4.5) to view.

5) Bidirectional talk
If the connected front-end device supports bidirectional talk function, you can click this button. Click

. ) 1
button to start bidirectional talk function the icon now is shown as . Now the rest
bidirectional talk buttons of digital channel becomes null too.

Click E again, you can cancel bidirectional talk and the bidirectional talk buttons of other digital

channels become as.

6) Registration
Shortcut menu. Click it to go to the registration interface to add/delete remote device or view its
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corresponding information. Please refer to chapter4.2.2 for detailed information.

4.3.3 Right Click Menu

After you logged in the device, right click mouse, you can see the short cut menu. Please see Figure
4-59 .
Window split mode: You can select window amount and then select channels.
Edit view (Sequence): Change channel display sequence on the preview window.
PTZ: Click it to go to PTZ interface.
Auto focus: It is to set auto focus function. Please make sure the connected network camera
supports this function.
Image: Set video corresponding information.
., Search: Click it to go to Search interface to search and playback a record file.
Record control: Enable/disable record channel.
Camera registration: Search and add a remote device.
Camera registration: Click to go to the Registration interface.
. Main menu: Go to system main menu interface.
Tips:
Right click mouse to go back to the previous interface.

B
B

B

View 1
View 4
E Sequence

PTZ
Auto Focus

Image

Search

Manual

Smart Add

Camera Registration
Main Menu

Figure 4-59

4.3.4 Edit View (Sequence)

It is to set customized view layout.

Warning
The preview layout restores default channel Ilayout after Default operation. (Main
menu->Setting->General->Default).
Step 1 On the preview interface, right click mouse and then click Edit view.
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Enter edit view interface. See Figure 4-60.

(0 Note

Enter edit view interface, device automatically switches to the max split amount mode.
The channel list on the edit view interface displays the added camera channel number and

channel name. means camera is online. . means camera is offline.

In case the channel amount has exceeded the device max split amount, the edit view
interface can display the max screen humber amount and current screen number. In Figure

4-60, click [] or D switch the video from other channel.

Sequence

@D8 IPPTZ Dome
@D11IPC
@D13 CAM 13
@D14 CAM 1
@D15 CAM 15
© D17 CAM 17
@D18 CAM 18
© D19 CAM1
© D20 CAM 20
© D21 CAM 21
© D22 CAM 22
@D23 CAM 23
@D24 IPC

Figure 4-60

Step 2 On the edit view interface, drag the channel to the desired window, or drag on the preview
window to switch the position.
Check the channel number at the right bottom corner to view the current channel sequence. See
Figure 4-61.
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Sequence

@D8 IPPTZ Dome
@D11IPC
@D13 CAM 13
@D14 CAM 1
@D15 CAM 15
9 D17 CAM 17
@D18 CAM 18
9 D19 CAM 1
9 D20 CAM 20
9 D21 CAM 21
9 D22 CAM 22
@ D23 CAM 23
@ D24 IPC

Figure 4-61

Step 3 Click Apply to save current channel sequence.

After you change the channel sequence, click Cancel button or right click mouse, device pops
up the dialogue box. See Figure 4-62.

Click OK to save current settings.
. Click Cancel to exit without saving the settings.

Message

The channel sequence has changed; do you
want to save it now?

Figure 4-62

4.3.5 Preview Display Effect Setup
4.3.5.1 Display

From Main Menu->Setting->System->Display->Display, you can go to the following interface. See Figure
4-63.

Here you can set menu and video preview effect. All you operation here does not affect the record file and
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playback effect.

SETTING
7 NETWORK i EVENT B, STORAGE £ sYSTEM

GENERAL
DISPLAY
VVOICE PROMPT Transparency |

ACCOUNT Time Display (J

SECURITY Channel Display

AUTO MAINTAIN Image Enhance (J

IMP/EXP Qriginal Scale Set

DEFAULT Resolution (1280x1024  [+)
UPGRADE

Display Tour

Figure 4-63

Now you can set corresponding information.

B

Resolution: There are five options: 1280x1024 (Default), 1280%720, 1920x1080, 1024%768 and
3840x2160. Please note the system needs to reboot to activate current setup. Please note
3840x2160 is for some series only.

Transparency: Here is for you to adjust menu transparency. The higher the value is, the better
transparent the menu is.

Time display: You can select to display time or not when system is playback.

Channel display: You can select to channel name or not when system is playback.

Image enhance: Check the box; you can optimize the margin of the preview video.

Original scale: Check the box here to select a corresponding channel; it can restore video original
scale.

Click Save button to save current setup.

4.3.5.2 Preview Tour Parameters

Set preview display mode, channel display sequence and tour setup.

B

B

Set preview display mode: On the preview interface, right click mouse, you can view right-click menu.
Now you can select preview window amount and channel.
Set channel display mode: On the preview interface, if you want to change channel 1 and channel 16
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From Main menu->Setting->System->Display->Tour, you can see an interface shown as in Figure 4-64.

position, please right click channel 1 video window and then drag to the channel 16 video window,

release button, you can change channel 1 and channel 16 position.

Tour setup: Here you can set preview window channel display mode and interval. Please follow the

steps listed below.

Here you can set tour parameter.

5

Before you control the PTZ, please make sure the PTZ decoder and the NVR network connection is

Enable tour: Check the box here to enable tour function. The general tour supports all types of
window split mode.

Interval: Input proper interval value here. The value ranges from 1-120 seconds.

Motion tour type: System support 1/8-window tour. Please note you need to go to the main
menu->Setting->Event->Video detect->Motion detect to enable tour function.

Alarm tour type: System support 1/8-window tour. Please note you need to go to the main
menu->Setting->Event->Alarm to enable tour function.

Window split: It is to set window split mode.

SETTING
—_—
% CAMERA 7~ NETWORK mm EVENT B STORAGE & sysTEM

GENERAL
DISPLAY
VOICE PROMPT Video Detect (View 1 +) Alarm
ACCOUNT Enable Tour (J Interval

SECURITY Window Split (Viewd  [+)
AUTO MAINTAIN = Window Spiit

IMP/EXP 1 v 12 3 4
DEFALULT
UPGRADE

Display Tour

]

Figure 4-64

OK and the corresponding settings are right.
After completing all the setting pleasec |l i ck save button. Ri ght

c |
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front panel or click AFNO0O key in t he FigueeM®3. Pleaseon't r

note you can only go to the PTZ control interface when you are in 1-window display mode.

W View 1
View 4
Sequence

PTZ
Auto Focus

Image

Search

Manual

Smart Add

Camera Registration
Main Menu

Figure 4-65

The PTZ setup is shown as in See Figure 4-66.
Please note the commend name is grey once device does not support this function.
The PTZ operation is only valid in one-window mode.

Here you can control PTZ direction, speed, zoom, focus, iris, preset, tour, scan, pattern aux function, light
and wiper, rotation and etc.

Speed is to control PTZ movement speed. The value ranges from 1 to 8.The speed 8 is faster than speed
1. You can use the remote control to click the small keyboard to set.

You can click E and of the zoom, focus and iris to zoom in/out, definition and brightness.

The PTZ rotation supports 8 directions. If you are using direction buttons on the front panel, there are only
four directions: up/down/left/right.

Figure 4-66

In the middle of the eight direction arrows, there is a 3D intelligent positioning key. See Figure 4-67.
Please make sure your protocol supports this function and you need to use mouse to control.

Click this key, system goes back to the single screen mode. Drag the mouse in the screen to adjust
section size. The dragged zone supports 4X to 16X speeds. It can realize PTZ automatically. The smaller
zone you dragged, the higher the speed.
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Figure 4-67
Name Function function Shortcut Function function Shortcut
key key key key
Zoom E Near ) Far 8
Focus E Near b| Far 30D
Iris E close p ot Open o ;

In Figure 4-66, click l to open the menu, you can set preset, tour, pattern, scan and etc. See

Figure 4-68.

Figure 4-68
Please refer to the following sheet for detailed information.
Please note the above interface may vary due to different protocols. The button is grey and cannot be
selected once the current function is null.
Right click mouse or click the ESC button at the front panel to go back to the Figure 4-66.

Icon Function Icon Function
@ Preset E Flip
L8 Tour Reset
oy
Pattern Aux
Scan m Aux on-off
. ' button
@ Rotate Go to menu

4.4.1.1 PTZ Function Setup
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CIic, you can go to the following interface to set preset, tour, pattern, and scan. See Figure 4-69.

PTZ

Preset Pattern Border

Preset

Del Preset

Figure 4-69

Preset Setup

In Figure 4-69, click preset button and use eight direction arrows to adjust camera to the proper position.
The interface is shown as in Figure 4-70.

Click Set button and then input preset number.

Click Set button to save current preset.

PTZ

Preset Pattern Border

Preset @

Set

Del Preset

Figure 4-70

Tour Setup

In Figure 4-69, click tour button.

Input tour value and preset No. Click Add preset button to add current preset to the tour. See Figure 4-71.
Tips

Repeat the above steps to add more presets to the tour. Click Del preset button to remove it from the tour.
Please note some protocols do not support delete preset function.

81



PTZ

Pattern Border

Preset
Patrol No. @

Add Preset

Del Tour

Figure 4-71

Pattern Setup

In Figure 4-69, click Pattern button and input pattern number.

Click Begin button to start direction operation. Or you can go back to Figure 4-66 to operate
zoom/focusl/iris/direction operation.

In Figure 4-69, click End button.

Preset Tour Pattern Border

Pattern

Figure 4-72

Scan Setup

In Figure 4-69, click Scan button.

Use direction buttons to set camera left limit and then click Left button.

Use direction buttons to set camera right limit and then click Right button. Now the scan setup process is

complete.
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Figure 4-73

4.4.1.2 Call PTZ Function
Call Preset

In Figure 4-68, input preset value and then click @ to call a preset. Click @ again to stop call.

Call Pattern

In Figure 4-68, input pattern value and then click to call a pattern. Click again to stop

call.

Call Tour

In Figure 4-68, input tour value and then click to call a tour. Click again to stop call.

Call Scan

In Figure 4-68, input Scan value and then click to call a tour. Click again to stop call.

Rotate

In Figure 4-68, click @ to enable the camera to rotate.

System supports preset, tour, pattern, scan, rotate, light and etc function.

Note:

Preset, tour and pattern all need the value to be the control parameters. You can define it as you
require.

You need to refer to your camera us er,btsan beaised farl
special process.

Aux
CIicm, system goes to the following interface. The options here are defined by the protocol. The aux

number is corresponding to the aux on-off button of the decoder. See Figure 4-74.
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Direct Aux

NONE

Aux Num

]

Figure 4-74

45 Record File

Device adopts 24-hour continuous record by default. It supports customized record period and record
type. Refer to chapter 4.1.4.6 Schedule for detailed information.

4.6 Playback and Search

4.6.1 Instant Playback
Please refer to chapter O for real-time playback information.
4.6.2 Search Interface

From Main menu->Search, or on the preview interface right click mouse and then select search item, you
can go to the following interface. See Figure 4-75.
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| D4 Testing
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12 Stop playback & % Al ¥ Regular  « Alarm % Motion [ Q241 @ 20t | @ 1 hr | @30min) 9

Figure 4-75
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Please refer to the following sheet for more information.

SN Name Function
1 Display Here is to display the searched picture or file.
window Support 1/4/9/16-window playback. (It depends on the product channel
amount).
2 Search Here you can select to search the picture or the recorded file.
type . You can select to play from the read-write HDD, from peripheral device or from
redundancy HDD.

Before you select to play from the peripheral device, please connect the
corresponding peripheral device. You can view all record files of the root directory
of the peripheral device. Click the Browse button; you can select the file you want to
play.

Important

Redundancy HDD does not support picture backup function, but it
supports picture playback function. You can select to play from redundancy
HDD if there are pictures on the redundancy HDD.

3 Display . @ _ _ @
channel Select a channel and then click to switch main stream(k=4) and sub
Zz:e stream(@).
stream
4 Card The card number search interface is shown as below. Here you can view card
number number/field setup bar. You can implement advanced search. Current series
search product supports this function.
5 Mark file | Click it to go to mark file list interface. You can view all mark information of current
list button | channel by time. Please refer to chapter 4.6.4 for detailed information.
Please note only the product of this icon supports mark function.
6 File list Double click it, you can view the picture/record file list of current day.
switch . Thefile listis to display the first channel of the record file.
button . The system can display max 128 files in one time. Use the t b a n di obthe
mouse to view the file. Select one item, and then double click the mouse or click the
ENTER button to playback.
. You can input the period in the following interface to begin accurate search.

File type:RO regular record  Ad external alarm record MJ& Motion detect
record.

Lock file. Click the file you want to lock and click the button to lock. The
file you locked will not be overwritten.

. = |

Search locked file: Click the button-22%4 to view the locked file.

7 Clip Refer to chapter 4.6.2.2 Clip for detailed information.
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Backup

Select the file(s) you want to backup from the file list. You can check from the
list. Then click the backup button, now you can see the backup menu. System
supports customized path setup. After select or create new folder, click the
Start button to begin the backup operation. The record file(s) will be saved in
the specified folder.

Check the file again you can cancel current selection. System max supports to
display 32 files from one channel.

After you clip on record file, click Backup button you can save it.

For one device, if there is a backup in process, you cannot start a new backup
operation.

Time bar
unit

06The optio [ﬁﬂ"ﬁl& @2hr |y @ 1hr] @““‘“ﬂ, . The smaller the unit,

the larger the zoom rate. You can accurately set the time in the time bar to playback
the record.

The time bar is beginning with 0 o'clock when you are setting the configuration.
The time bar zooms in the period of the current playback time when you are playing
the file.

10

Playback
control
pane.

Refer to chapter 4.6.2.1 Playback control for detailed information.

11

Time bar

It is to display the record type and its period in current search criteria.
. In 4-window playback mode, there are corresponding four time bars. In other
playback mode, there is only one time bar.
. Use the mouse to click one point of the color zone in the time bar, system
begins playback.
. The time bar is beginning with 0 o'clock when you are setting the configuration.
The time bar zooms in the period of the current playback time when you are playing
the file.
. The green color stands for the regular record file. The red color stands for the
external alarm record file. The yellow stands for the motion detect record file.

12

Record
type

In any play mode, the time bar will change once you modify the search type.

Other Functions

15 Motion When system is playing, you can select a zone in the window to begin motion
detection detection search. Click the motion detect button to begin play.
search Once the motion detect play has begun, click button again will terminate
current motion detect file play.
There is no motion detect zone by default.
If you select to play other file in the file list, system switches to motion detect
play of other file.
During the motion detect play process, you cannot implement operations such
as change time bar, begin backward playback or frame by frame playback.
16 Other When playing the file, click the number button, system can switch to the same
channel period of the corresponding channel to play.
synchroni
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zation
switch to
play
when
playback

17 Digital When the system is in full-screen playback mode, left click the mouse in the
zoom screen. Drag your mouse in the screen to select a section and then left click
mouse to realize digital zoom. You can right click mouse to exit.

18 Manually | During the file playback process, you can switch to other channel via the

switch dropdown list or rolling the mouse.
channel | This function is null if there is no record file or system is in smart search process.
when
playback
& Note

All the operations here (such as playback speed, channel, time and progress) have relationship with
hardware version. Some series NVRs do not support some functions or playback speeds.

4.6.2.1 Playback Control

The playback control interface is shown as below. See Figure 4-76.

Figure 4-76

Please refer to the following sheet for more information.
Icon Function
»“ " Play/Pause
a In slow play mode, click it to switch between play/pause.
Backward play
In normal play mode, left click the button, the file begins backward
1 play. Click it again to pause current play.

In backward play mode, click ’or " to restore normal play.

Display previous frame/next frame.

When pause the normal playback file, click <| or Ib to
4'2’51 I’ playback frame by frame.

In frame by frame playback mode, click ’ or " to resume

normal playback mode.

> Slow play
In playback mode, click it to realize various slow play modes such as
slow play 1, slow play 2, and etc.

Fast forward
(2 3 In playback mode, click to realize various fast play modes such as
fast play 1,fast play 2 and etc.
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Icon Function

Adjust the volume of the playback

Smart search .
You can refer to chapter 4.6.3 for detailed information.

Click the snapshot button in the full-screen mode, the system can
snapshot 1 picture.

System supports custom snap picture saved path. Please connect the
peripheral device first, click snap button on the full-screen mode, you
can select or create path. Click Start button, the snapshot picture can
be saved to the specified path.

Mark button.

Please note this function is for some series product only. Please make
sure there is a mark button in the playback control pane.

You can refer to chapter 4.6.4 for detailed information.

ﬂﬂl

[)

4.6.2.2 Clip
This function allows you to clip some footages to a new file and then save to the USB device. See Figure
4-77. Please follow the steps listed below.

Step1 Select arecord first and then click ’ to playback.

Step 2 Select a time at the time bar and then click to start clip,

Step 3 Select a time at the time bar and then click to stop clip,

Step4 Click E system pops up dialogue box to save the clip file.

ST 00:00:00 - 00:00:00 M=p

Figure 4-77

r‘“'—g Note

Clip function is for one-channel/multiple-channel.
Max save 1024 files at the same time.
This function is not for the file already checked in the file list.

4.6.2.3 Record Backup
This function is to backup files you checked in the file list, or the file you just clip.

Click g enter the following interface. See Figure 4-78.
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[ ] Name(Type Free Space/Total Space Device Status

. sdb1{LUSB DISK) 1.92 GB/7.52 GB Ready

[ 1 [~ICH Type StartTime End Time Size(KB
/D1 RMy 17-11-1220:26:28 17-11-1220:26:37 8448

Figure 4-78

Click Backup to begin the process.

4.6.3 Smart Search Playback
Q;] Note

This function is for some series product only.

During playback process, it can analyze the motion detect zone in the scene and give the analysis
result.

This function is for channel that already enabled motion detect function (main
menu->Setting->Event->Video detect->Motion detect).

Please follow the steps listed below.

Step 1 Select a channel to playback video and then click . You can view the grids on the playback
video.

ﬂ;] Note

This function is for one-channel playback mode.

If you are in multiple-channel playback mode, double click a channel first to switch to
one-channel playback mode.

Step 2 Left click mouse and then drag to select smart search zones(22*18 PAL™ , 22*15 NTSC™ ).

Step 3 Click @ to go to smart search and playback. System is going to playback all motion detect
record footages.

Step4 Click again to stop smart search function.

4.6.4 Mark Playback

Please make sure your purchased device support this function. You can use this function only if
you can see the mark playback icon on the Search interface (See Figure 4-75).

When you are playback record, you can mark the record when there is important information. After
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playback, you can use time or the mark key words to search corresponding record and then play. It is very
easy for you to get the important video information.

., Add Mark

When system is playback, click Mark button@, you can go to the following interface. See Figure 4-79.

Add Mark

Mark Time (2013-09-27 10:01:08

Y C—
Dot |

Figure 4-79

Playback Mark

5

During 1-window playback mode, click mark file list button..& in Figure 4-75, you can go to mark file list
interface. Double click one mark file, you can begin playback from the mark time.

Play before mark time
Here you can set to begin playback from previous N seconds of the mark time.

EQ Note

Usually, system can playbacks previous N seconds record if there is such kind of record file. Otherwise,
system playbacks from the previous X seconds when there is such as kind of record.

Mark Manager

5

Click the mark manager button @ on the Search interface (See Figure 4-75); you can go to Mark

Manager interface. See Figure 4-80. System can manage all the record mark information of current
channel by default. You can view all mark information of current channel by time.

Marks Manager

N — )
Start Time ((2013 - 09- 27 [00: 00 : 00
End Time ("2013 - 09- 28 [00: 00 : 00

Mark Time Mark Name
2013-09-27 10:00:12 report

Figure 4-80

90



Modify
Double click one mark information item, you can see system pops up a dialogue box for you to change
mark information. You can only change mark name here.

Delete

Here you can check the mark information item you want to delete and then click Delete button, you can
remove one mark item. .

() Note

After you go to the mark management interface, system needs to pause current playback. System
resume playback after you exit mark management interface.

If the mark file you want to playback has been removed, system begins playback from the first file in
the list.

4.6.5 Playback Image

Here you can search and play the image. Please follow the steps listed below.

Step1 From main menu->Search, or on the preview window right click mouse and then click Search,
you can go to the search interface.

Step 2 At the top right corner, select image and then input playback interval.

Step 3 Select date and channel, click > to play.

4.6.6 File List

Click E , system displays file list. It displays the first channel of the record. See Figure 4-81.
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00 :00 : 00 (Q ]

StartTime Type
00:00:00
00:34:00
02:00:00
03:00:00
04:00:00
05:00:00
06:00:00
07:00:00
08:00:00
09:00:00
10:00:00
10:50:35
10:54:11
10:56:50
10:59:47
11:02:38
11:21:14
11:26:34
11:27:00
11:32:37
11:34:52
11:37:33

1D 0DV VDD IDIODDDDIDIDVDIDODIDDNDNDDIDIOD

Stant Time

16-06-23 00:00:00
End Time

16-06-23 00:34:00
Size(KB) 1064960

Figure 4-81

Check a file name, double click file or click ’ to play.

Input accurate time at the top column, you can search records of current day.
System max displays 128 record files in one list.

Click 1'_ to go back to the calendar/channel selection interface.

Lock or Unlock File

In Figure 4-81, select a file first and then clickE. You can lock it in case it is overwritten in the future.

l:‘]g Note

NVR cannot lock a file when it is writing or overwriting.
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Click E you can view the locked file. See Figure 4-82.

FILE LOCKED

2016-06-23 10:00:00 2016-06-23 10:33:44 539136
2016-06-23 10:50:35 2016-06-23 10:52:55 2048
2016-06-23 10:56:50 2016-06-23 10:58:11 2048

Figure 4-82

Select a file in the above figure and then click Unlock, you can unlock it.

4.6.7 Other Aux Functions

4.6.7.1 Digital Zoom

In 1-window playback mode, left click mouse to select any zone on the screen, you can zoom in
current zone. Right click mouse to exit.

4.6.7.2 Switch Channel

During playback mode, select from the dropdown list to switch playback channel. This function is not
for the channel of no record. The smart search channel does not support this function either.

4.7 Event Manager

4.7.1 Video Detect
The video detect adopts the computer image and graphics process technology. It can analyze the
video and check there is considerable changing degree or not. Once video has changed considerably
(such as there is any moving object, video is distorted), system can trigger the corresponding alarm
activation operations.
In the main menu, from Setting to Detect, you can see motion detect interface. See Figure 4-83.There
are four detection types: motion detection, video loss, tampering and scene changing.

4.7.1.1 Motion Detect
After analysis video, system can generate a motion detect alarm when the detected moving signal
reached the sensitivity you set here.
Detection menu is shown as below. See Figure 4-83.
Event type: From the dropdown list you can select motion detection type.
Channel: Select a channel from the dropdown list to set motion detect function.

B

B
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Enable: Check the box here to enable motion detect function.

Region: Click select button, the interface is shown as in Figure 4-84. Here you can set motion
detection zone. There are four zones for you to set. Please select a zone first and then left drag the
mouse to select a zone. The corresponding color zone displays different detection zone. You can
click Fn button to switch between the arm mode and disarm mode. In arm mode, you can click the
direction buttons to move the green rectangle to set the motion detection zone. After you completed
the setup, please click ENTER button to exit current setup. Do remember click save button to save
current setup. If you click ESC button to exit the region setup interface system will not save your
zone setup.

Sensitivity: System supports 6 levels. The sixth level has the highest sensitivity.

Anti-dither: Here you can set anti-dither time. The value ranges from 5 to 600s. The anti-dither time
refers to the alarm signal lasts time. It can be seem as the alarm signal activation stays such as the
buzzer, tour, PTZ activation, snapshot, channel record. The stay time here does not include the latch
time. During the alarm process, the alarm signal can begin an anti-dither time if system detects the
local alarm again. The screen prompt, alarm upload, email and etc will not be activated. For example,
if you set the anti-dither time as 10 second, you can see the each activation may last 10s if the local
alarm is activated. During the process, if system detects another local alarm signal at the fifth
second, the buzzer, tour, PTZ activation, snapshot, record channel will begin another 10s while the
screen prompt, alarm upload, email will not be activated again. After 10s, if system detects another
alarm signal, it can generate an alarm since the anti-dither time is out.

Period: Click set button, you can see an interface is shown as in Figure 4-86. Here you can set
motion detect period. System only enables motion detect operation in the specified periods. It is not
for video loss or the tampering. There are two ways for you to set periods. Please note system only
supports 6 periods in one day.

In Figure 4-86, Select icon EI of several dates, all checked items can be edited together. Now

the icon is shown as i . Click u to delete a record type from one period.

<]
In Figure 4-86. Click button D after one date or a holiday, you can see an interface shown as in
Figure 4-87. There are four record types: regular, motion detection (MD), Alarm, MD & alarm.

Latch: when motion detection complete, system auto delays detecting for a specified time. The value
ranges from 1-300(Unit: second)

Show message: System can pop up a message to alarm you in the local host screen if you enabled
this function.

Record channel: System auto activates motion detection channel(s) to record once an alarm occurs.
Please make sure you have set MD record in Schedule interface(Main Menu->Setting->Schedule)
and schedule record in manual record interface(Main Menu->Advanced->Manual Record)

PTZ activation: Here you can set PTZ movement when an alarm occurs. Such as go to preset, tour
&pattern when there i s ahyouxhnaseemn inteCface is dhown asenl Figure 0
4-85.

Record Delay: System can delay the record for specified time after alarm ended. The value ranges
from 10s to 300s.

Tour: Here you can enable tour function when alarm occurs. System one-window tour.

Snapshot: You can enable this function to snapshot image when a motion detect alarm occurs.
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Please highlight icon O to select the corresponding function.

Note:

In motion detection mode, you cannot use copy/paste to set channel setup since the video in each
channel may not be the same.
In Figure 4-84, you can left click mouse and then drag it to set a region for motion detection. Click Fn to
switch between arm/withdraw motion detection. After setting, click enter button to exit.

T CAMERA

VIDEO DETEC...
ALARM
ABNORMALITY

1 NETWORK

Motion Detect| Video Loss

Channel D1

Region Set

Period Set
(Oshow Message
[F)Record Channel
DPTZ Activation Set
OTour
(Osnapshot
Oveg

SETTING

g EVENT B, STORAGE [ SYSTEM

Tampering

~| Enable

Anti-dither C)s

[(OJsend Email

(Dvoice Prompts  File Name

[(DBuzzer

Figure 4-83

Zone Name

Sensitivity ——— 100
Threshold [f——— 1]

Figure 4-84
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PTZ Activation

Save Cancel

Figure 4-85
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Figure 4-86
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Time Period

Current Date: Sun

perod2 o
perods o
perods o

Copy

O An Sun [0 Mon [0 Tue 0 Wed (O Thu O Fri [0 Sat

Figure 4-87

Motion detect here only has relationship with the sensitivity and region setup. It has no relationship
with other setups.

4.7.1.2 Video Loss
After connected the system to the remote device, system can generate an alarm once the remote
device has lost the video. System can trigger the corresponding alarm operations.
In Figure 4-83, select video loss from the type list. You can see the interface is shown as in Figure
4-88. This function allows you to be informed when video loss phenomenon occurred. You can
enable alarm output channel and then enable show message function.
You can refer to chapter 4.7.1.1Motion detect for detailed information.
Tips:
You can enable preset/tour/pattern activation operation when video loss occurs.
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SETTING
%, CAMERA 7 NETWORK g EVENT B, STORAGE [CJ sYSTEM

VIDEO DETEC...
ALARM
ABNORMALITY Channel D1 ~) Enable

Motion Detect| Videoloss | Tampering

Period Set

(Oshow Message [(Dsend Email

[ORecord Channel

[OJPTZ Activation Set Post Record s
OTour

(Osnapshot

®Log

(Ovoice Prompts FileName(None 9
[(OBuzzer

Figure 4-88

4.7.1.3 Tampering
When someone viciously masks the lens, or the output video is in one-color due to the environments
light change, the system can alert you to guarantee video continuity. Tampering interface is shown as
in Figure 4-89. You can enabl e AAlneersns agwetop uftunficdri ofm S hwdhve n
occurs.
Sensitivity: The value ranges from 1 to 6. It mainly concerns the brightness. The level 6 has the
higher sensitivity than level 1. The default setup is 3.
Tips:
You can enable preset/tour/pattern activation operation when video loss occurs.
Please refer to chapter 4.7.1.1 motion detection for detailed information.

Qg Note

In Detect interface, copy/paste function is only valid for the same type, which means you cannot
copy a channel setup in video loss mode to tampering mode.

About Default function. Since detection channel and detection type may not be the same, system
can only restore default setup of current detect type. For example, if you click Default button at
the tampering interface, you can only restore default tampering setup. It is null for other detect
types.

System only enables tampering function during the period you set here. It is null for motion detect
or video loss type.

B
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SETTING
%, CAMERA 7 NETWORK i EVENT B, STORAGE 4 SYSTEM

VIDEO DETEC. ..
ALARM
ABNORMALITY Channel D1 ~) Enable

[(Jshow Message (Jsend Email
(ORecord Channel

(OPTZ Activation Set Post Record s
OTour

[Jsnapshot

MLog

[Ovoice Prompts  File Name

[DBuzzer

Motion Detect  Video Loss | Tampering

Figure 4-89

4.7.2 Alarm Settings

In the main menu, from Setting->Event->Alarm, you can see alarm setup interface.

., Alarm in: Here is for you to select channel number.

In the main menu, from Setting->Event->Alarm, you can see alarm setup interface. See Figure 4-90.
There are two alarm types. See Figure 4-90 to Figure 4-91.

O IPC external alarm: When the network camera connected peripheral device has triggered an alarm,
it can upload the alarm signal to the NVR via the network transmission. The system can trigger the
corresponding alarm operations.

IPC offline alarm: When the network connection between the NVR and the network camera is off, the
system can trigger the corresponding alarm operations.

Enable: Please you need to highlight this button to enable current function.

Type: normal open or normal close.

(@}

Period: Click set button, you can see an interface is shown as in Figure 4-93. There are two ways for
you to set periods. There are max 6 periods in one day. There are four record types: regular, motion

detection (MD), Alarm, MD & alarm.

O In Figure 4-93, Select icon E of several dates, all checked items can be edited together.

Now the icon is shown as ) . Click u to delete a record type from one period.
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O In Figure 4-93. Click button E after one date or a holiday, you can see an interface shown as
in Figure 4-94. There are four record types: regular, motion detection (MD), Alarm, MD & alarm.
PTZ activation: When an alarm occurred, system can activate the PTZ operation. The PTZ activation
lasts an anti-dither period. See Figure 4-92.
Anti-dither: Here you can set anti-dither time. The value ranges from 5 to 600s. The anti-dither time
refers to the alarm signal lasts time. It can be seem as the alarm signal activation stays such as the
buzzer, tour, PTZ activation, snapshot, channel record. The stay time here does not include the latch
time. During the alarm process, the alarm signal can begin an anti-dither time if system detects the
local alarm again. The screen prompt, alarm upload, email and etc will not be activated. For example,
if you set the anti-dither time as 10 second, you can see the each activation may last 10s if the local
alarm is activated. During the process, if system detects another local alarm signal at the fifth
second, the buzzer, tour, PTZ activation, snapshot, record channel will begin another 10s while the
screen prompt, alarm upload, email will not be activated again. After 10s, if system detects another
alarm signal, it can generate an alarm since the anti-dither time is out.
Latch: When the anti-dither time ended, the channel alarm you select in the alarm output may last
the specified period. The value ranges from 1 to 300 seconds. This function is not for other alarm
activation operations. The latch is still valid even you disable the alarm event function directly.
Show message: System can pop up a message to alarm you in the local host screen if you enabled
this function.
Record channel: you can select proper channel to record alarm video (Multiple choices).
O You need to set alarm record mode as Schedule in Record interface (Main
Menu->Advanced->Record). Please note the manual record has the highest priority. System
record all the time no matter there is an alarm or not if you select Manual mode.
Now you can go to the Schedule interface (Main Menu->Setting->Schedule) to set the record
type, corresponding channel number, week and date. You can select the record
type:Regular/MD/Alarm/MD&Alarm. Please note, you cannot select the MD&Alarm and MD(or
Alarm) at the same time.
Now you can go to the Encode interface to select the alarm record and set the encode
parameter (Main Menu->Setting->Encode).
Finally, you can set the alarm input as the local alarm and then select the record channel. The
select channel begins alarm record when an alarm occurred. Please note system begins the
alarm record instead of the MD record if the local alarm and MD event occurred at the same
time.
Tour: Here you can enable tour function when an alarm occurs. System supports 1/8-window tour.
Please go to chapter4.3.5.1 Display for tour interval setup. Please note the tour setup here has
higher priority than the tour setup you set in the Display interface. Once there two tours are both
enabled, system can enable the alarm tour as you set here when an alarm occurred. If there is no
alarm, system implements the tour setup in the Display interface.
Snapshot: You can enable this function to snapshot image when an alarm occurs.

(@}

(@}

(@}
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Figure 4-90
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Figure 4-91
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Figure 4-92
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Figure 4-93
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Time Period

Current Date: Sun

Copy
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Figure 4-94

Please highlight icon = to select the corresponding function. After setting all the setups please
click save button.

4.7.3 Abnormality

There are three types: HDD/Network/User.

O HDD: HDD error, no HDD, no space. See Figure 4-95.

O Network: Disconnection, IP conflict, MAC conflict. See Figure 4-96.

O User: lllegal login. Figure 4-97.

Less than: System can alarm you when the HDD space is less than the threshold you set here
(For HDD no space type only).

Attempts: In user interface, select illegal login from the dropdown list. Here you can set login
attempts. The value ranges from 1 to 10.

Lock time: In user interface, select illegal login from the dropdown list. Here you can set account
lock time. The value ranges from 1 to 30 minutes.

Latch: Here you can set corresponding delaying time. The value ranges from 1s-300s. System
automatically delays specified seconds in turning off alarm and activated output after external alarm
cancelled.

Show message: system can pop up the message in the local screen to alert you when alarm
occurs.

Send email: System can send out email to alert you when alarm occurs.

Buzzer: Highlight the icon to enable this function. The buzzer beeps when an alarm occurs.

Log: Check the box here, system can record corresponding alarm log.

Voice prompts: Check the box here to trigger audio broadcast function. You can select specified
audio file here. System can play the audio file once the corresponding event occurs.
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Figure 4-95
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Figure 4-96
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Figure 4-97

4.8 Network

4.8.1 Network Settings

4.8.1.1 TCP/IP
The interface is shown as in Figure 4-98 .

B

B

B

IP Version: There are two options: IPv4 and IPv6. Right now, system supports these two IP address
format and you can access via them.

MAC address: The host in the LAN can get a unique MAC address. It is for you to access in the LAN. Itis
read-only.

IP address: Here you can use up/down button (p q ) or input the corresponding number to input IP
address. Then you can set the corresponding subnet mask the default gateway.

Default gateway: Here you can input the default gateway. Please note system needs to check the
validity of all IPv6 addresses. The IP address and the default gateway shall be in the same IP
section. That is to say, the specified length of the subnet prefix shall have the same string.
Preferred DNS server: DNS server IP address.

Alternate DNS server: DNS server alternate address.

After completing all the setups please click save button, system goes back to the previous menu.
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IP Version (IPvd  [+)

Preferred DNS
Alternate DNS
Default Card (EthernetPortl  [+)

Figure 4-98

4.8.1.2 Port

The port setup interface is shown as in Figure 4-99.

., Max connection: The max client login amount (such as WEB, platform, cellphone and etc). The value
ranges from 1 to 128(default).

TCP port: Default value is 37777.

UDP port: Default value is 37778.

HTTP port: Default value is 80.

HTTPS port: Default value is 443.

. RTSP port: Default value is 554.

Important: System needs to reboot after you changed and saved any setup of the above four ports.
Please make sure the port values here do not conflict.

B
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4.8.1.3 DDNS

7 NETWORK

Max Connection
TCP Port

UDP Port

HTTP Port
RTSP Port
HTTPS Port

SETTING

wm EVENT B STORAGE [C4 SYSTEM

128

(17128)

(1025~65535)

(1025765535)

(1765535)

(1765535)
43 (

1765535) (J Enable

Figure 4-99

DDNS(Dynamic Domain Name Server) is to dynamically refresh the DNS domain name and IP address if
the device IP address has changed frequently. The user can use the domain to access the device.

Preparation

Before the operation, make sure the device supports DNS type and go to the DDNS service provider
website to register the domain name via the PC.

Q.;H Note

After you successfully registered and logged in the DDNS website, you can view all connected device
information of current login user.
DDNS setup interface is shown as in Figure 4-100.

Type/address:

NO-IP DDNS is dynupdate.no-ip.com.

CN99 DDNS is members.3322.org.

Domain: The domain name registered on the DDNS service provider website.

User name/password: Input the user name and password got from the DDNS service provider. Make

Ot O

v

sure you have logged in the DDNS service provider website to register an account (user name and

password).
Interval: After DDNS boots up, it sends out refresh query regularly. The unit is minute.
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Click Apply or Save to complete setup. Open a browser and input domain name, click Enter button.
The setting is right if you can view device WEB interface. Otherwise, please check the parameters.

SETTING
%, CAMERA FENETWORK s EVENT P, STORAGE [C4 sYsTEM

TCF/IP
(O Enable

Port

DDNS DDNS Type NO-IP DDNS )
(= Host IP dynupdate.no-ip.com

REGISTER Domain Name

P2p Password

Figure 4-100

4.8.1.4 Email

The email interface is shown as below. See Figure 4-101.

SMTP server: Please input your email SMTP server IP here.

Port: Please input corresponding port value here.

User name: Please input the user name to login the sender email box.

Password: Please input the corresponding password here.

Sender: Please input sender email box here.

. Title: Please input email subject here. System support English character and Arabic number. Max
32-digit.

. Receiver: Please input receiver email address here. System max supports 3 email boxes. System

automatically filters same addresses if you input one receiver repeatedly.

SSL enable: System supports SSL encryption box.

Interval: The send interval ranges from 0 to 3600 seconds. 0 means there is no interval.

Health email enable: Please check the box here to enable this function. This function allows the

system to send out the test email to check the connection is OK or not.

Interval: Please check the above box to enable this function and then set the corresponding interval.

System can send out the email regularly as you set here. Click the Test button, you can see the

corresponding dialogue box to see the email connection is OK or not.

Please note system will not send out the email immediately when the alarm occurs. When the alarm,

motion detection or the abnormity event activates the email, system sends out the email according to the

B

B
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interval you specified here. This function is very useful when there are too many emails activated by the
abnormity events, which may result in heavy load for the email server.

SETTING

= CAMERA 75 NETWORK s EVENT B, STORAGE 4 SYSTEM

TCP/P
Port

s SMTP Server e —

EMAIL (O Anonymous

REGISTER — L] c—

SWITCH

P2pP Receiver :)
Sender :)
Subject Attachment
Encryption Type (NONE ~ [Y)
Interval 3
O HealthEnable (80 )Min.

[ Enable

Figure 4-101

4.8.1.5 Register

This function allows the device to auto register to the proxy you specified. In this way, you can use the
client-end to access the NVR and etc via the proxy. Here the proxy has a switch function. In the network
service, device supports the server address of IPv4 or domain.

Please follow the steps listed below to use this function.

Please set proxy server address, port, and sub-device hame at the device-end. Please enable the auto
register function, the device can auto register to the proxy server.

1) The setup interface is shown as in Figure 4-102.

Important

Do not input network default port such as TCP port number.
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Figure 4-102

2) The proxy server software developed from the SDK. Please open the software and input the global
setup. Please make sure the auto connection port here is the same as the port you set in the previous
step.

3) Now you can add device. Please do not input default port number such as the TCP port in the mapping
port number. The device ID here shall be the same with the ID you input in Figure 4-102. Click Add button
to complete the setup.

4) Now you can boot up the proxy server. When you see the network status is Y, it means your
registration is OK. You can view the proxy server when the device is online.

Important

The server IP address can also be domain. But you need to register a domain name before you run proxy
device server.

4.8.1.6 P2P

You can use your cell phone to scan the QR code and add it to the cell phone client.

Via the SN from scanning the QR code, you can access the device in the WAN. Please refer to the P2P
operation manual included in the resources CD.

From main menu->Setting->Network->P2P, you can go to the following interface, the P2P interface is
shown as in Figure 4-103.
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TCP/IP
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DDNS
EMAIL
REGISTER
SWITCH
P2P

Enable
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Please scan the QR code on the
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Figure 4-103

Here we use cell phone APP to continue.

Step1 Use cell phone to scan the QR code and download the APP.

Step 2 After installation, run the APP and Live Preview, enter the main interface. Now you can add
device to the APP.

,

1. Open App; tap to go to the Live preview.

2. Tap at the top left corner, you can see the main menu.

3. Tap Device manager button, you can use several modes (P2P/DDNS/IP and etc.) to add

the device. Click to save current setup. Tap Start Live preview to view all-channel
video from the connected device. See Figure 4-104.
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Password: RE.
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oy Check VTO

Start Live Preview

Figure 4-104

4.8.1.7 SWITCH

When connect a network camera to the PoE port of the NVR, NVR can automatically allocate the IP
address according to the specified IP segment. The network camera can automatically register to the
NVR.

It is for you to set IP address, subnet mask, gateway and etc of the Switch. See Figure 4-105.

A Caution

This function is for product of PoE port.

Do not connect switch to the PoE port, otherwise the connection may fail.

., The SWITCH function of the NVR is enabled by default. The IP segment is 10.1.1.1. Usually we
recommend the default setup.

. For the camera from the third party, make sure the camera supports ONVIF and DHCP function is

enabled.
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Figure 4-105

Refer to the following table for PoE notice.

Type Note

Connect After connect the camera to the PoE, NVR allocate an IP address in the
camera to the | specified IP segment to the camera. NVR tries to use arp ping to set. If the
PoE NVR has enabled the DHCP function, it uses DHCP to set.

After successfully set IP address, NVR can send out broadcast via the
switch and get the corresponding response. Now The camera has
registered to the NVR. Go to the preview interface, the corresponding
channel has been used and there is a small PoE icon at the top left
corner.

Go to the Register interface to view the connected device list, you can
see the PoE channel number, PoE port information and etc. Click IP
search to display or refresh the information.

B

Remove After remove the camera network cable from the PoE port, the channel
camera from|di spl ays fiCannot find the network
the PoE port address is shown as offline.

The mapping | The PoE port and the channel window is one to one correspondence. For
policy when | example, connect a network camera to PoE port 1, it register to channel 1 by

connect a | default.
camera to the
PoE port.

4.8.2 Network Test
In this interface, you can see network load information.
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From main menu->Info-Network->Load, network load is shown as in Figure 4-106. Here you can view the
follow statistics of the device network adapter.

Here you can view information of all connected network adapters. The connection status is shown as
offline if connection is disconnected. Click one network adapter, you can view the flow statistics such as
send rate and receive rate at the top panel.

EQ Note

. ltisto display LAN1 network load by default.
., View one LAN network load by one time.

INFO

[_L SYSTEM m EVENT B3 NETWORK B LOG

ONLINE USERS

LOAD Device Name MAC Address Status IP Address Type MTU
LAN1 14:a7:8b:5e:ff:4c Succeed 10.15.23.108 Ethernet 1500
TEST LAN2 00:00:23:34:45:77 Succeed 10.1.1.1 Ethernet 1500

512 Kb/S

318 KbiS

Figure 4-106

4.9 Storage

Here you can view HDD information such as type, status, total capacity, record time and etc. The
operation includes format, resume from error, change HDD property (Read write, Read-only). Here you
can also set alarm and HDD storage position.

4.9.1 Basic

It is to manage HDD storage space.

Step1 From main menu->Setup->Storage->Basic.
Enter Basic interface. See Figure 4-107.
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Figure 4-107

Step 2 Set parameters.

HDD full: It is to select working mode when hard disk is full. There are two options: stop recording or
rewrite.

Pack duration: It is to specify record duration. The max length is 120 minutes.

Auto delete old files:

O Never: Do not auto delete old files.

O Customized: input customized period here, system can auto delete corresponding old files.

Step 3 Click Apply or Save to complete setup.

4.9.2 Schedule

It is to set schedule record and schedule snapshot. NVR can record or snapshot as you specified. For

detailed information, please refer to chapter 4.1.4.6.1 schedule record and 4.1.4.6.2 schedule snapshot.

4.9.3 HDD

It is to view and sett HDD properties and format HDD.

It is to view current HDD type, status, capacity and etc. The operation includes format HDD, and change

HDD property (read and write/read-only/redundancy).

To prevent files be overwritten in the future, you can set HDD as read-only.

. To backup recorded video file, you can set HDD as redundant HDD.

Step1 From Mani-menu->Setting->Storage->HDD Manager, you can go to HDD management interface.
See Figure 4-108.

B
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Figure 4-108

Step 2 Select a HDD and then select an time from the dropdown list. Click Execute button.
Step 3 Click OK button to complete the setup. You can see system needs to restart to activate current
setup if you want to format the HDD.

4.9.4 Record Control

After you set schedule record or schedule snapshot function, please set auto record/snapshot function so
that the NVR can automatically record or snapshot. For detailed information, please refer to chapter
4.1.4.6.3 record control.

4.9.5 HDD Information
Here is to list hard disk type, total space, free space, and status. See Figure 4-109.
3 means curr ent -nddnBtheress nmHDD.mMa |

If disk is damaged, sy st em shows as fA?06. Please remove the
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In Figure 4-109, click one HDD item, the S.M.A.R.T interface is shown as in Figure 4-110.

[Eg svsTEM

ig®, EVENT

HDD
RECORD .

BPS * | SATA-1  ReadWrite
VERSION

fTotal Space Status S.MART
1.76 TB/1.81TB
1.76 TB/1.81TB Normal

Figure 4-109

S.MARTINFO

Port 1

Modle ST2000VX007-2AY102
Serial No. W9800B3Q

Status OK

Describe:

Smart ID Attribute Threshold  Value WorstValue  Status

Read Error Rate 6
Spin Up Time

Start/Stop Count

Reallocated Sector Count

Seek Error Rate

Power On Hours Count

Spin-up Retry Count
Power On/Off Count

Runtime Bad Block
End-to-End Error
Reported Uncorrect
Command Timeout

High Fly Writes

G-Sense Error Rate
Power-Off Retract Cycle
Load/Unload Cycle Count
Temperature

Figure 4-110
Parameter Function
SATA 1 here means there is 1 HDD.
For different series product, the max HDD amount may vary,
When HDD is working properly, sy st em i s shown as (
no HDD.
SN You can view the HDD amount the device connected to;
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T means the second HDD is current working HDD.

Type The corresponding HDD property.

Total space The HDD total capacity.

Free space The HDD free capacity.

Status HDD can work properly or not.

Bad track Display there is bad track or not.

Page up Click it to view previous page.

Page down Click it to view the next page.

View Click it to view HDD record information (file start time and end time).

recording time

View HDD | Click it to view HDD property, status and etc,
type and
capability

4.9.6 HDD Detect

!'!l Note

This function is for some series product only.

The HDD detect function is to detect HDD current status so that you can clearly understand the HDD
performance and replace the malfunction HDD.

There are two detect types:

Quick detect is to detect via the universal system files. System can quickly complete the HDD
scan. If you want to use this function, please make sure the HDD is in use now. If the HDD is
removed from other device, please make sure the write-data once was full after it installed on
current device.

Global detect adopts Windows mode to scan. It may take a long time and may affect the HDD
that is recording.

4.9.6.1 Manual Detect

From main menu->Setting->Storage->HDD Detect->Manual Detect, the interface is shown as below. See
Figure 4-111.

Please select detect type and HDD. Click start detect to begin. You can view the corresponding detect
information.

B
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Error
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Detect Speed

Process

Detect Time

Remaining Time

Figure 4-111

4.9.6.2 Detect Report

After the detect operation, you can go to the detect report to view corresponding information.

From main menu->Setting->Storage->HDD Detect->Manual Detect, the interface is shown as below. See
Figure 4-112.
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BASIC

SCHEDULE

HDD MANAGE [ 1 |HDD PortNo.  Detect Type Start Time Capaci Error View
Quick Detect ~ 2017-09-21 22:10:43 1863.02GB 0 :=|

Manual Detect| Detect Report

RECORD
HDD DETECT

Figure 4-112

Click View, you can see the detailed information such as detect result, backup and S.M.A.R.T. See Figure
4-113 and Figure 4-114.
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Detect Results S.MAR.T

Type (Quick Detect |~ Backup to USB Devices

Good Bad | Block
=829 MB

Detected HDD No. 1
Total Space 1863.02 GB
Error 0

HDD Port No.

Figure 4-113

Details

Detect Resultsy S.M.AR.T

Port 1

Modle ST2000VX007-2AY 102
Serial No. W9800B3Q

Status OK

Describe:

Smart ID Attribute Threshold Worst Value|«
Read Error Rate 6 64
Spin Up Time 0 98
Start/Stop Count 20 100
Reallocated Sector Count 10 100
Seek Error Rate 30 60
Power On Hours Count 0 100
Spin-up Retry Count 97 100
Power On/Off Count 20 100
Runtime Bad Block 0 100
End-to-End Error 99 100
Reported Uncorrect ] 99

Figure 4-114

4.10Device Maintenance and Manager
4.10.1 Account
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It is to manage users, user group and ONVIF user, set admin security questions.

£ Note

For the user name, the string max length is 31-byte, and for the user group, the string max length is
15-byte. The user name can only contain English letters, numbers and I _Lal @Lal .L .
The default user amount is 64 and the default group amount is 20. System account adopts two-level
management: group and user. The user authorities shall be smaller than group authorities (The
admin user authorities are set by default).
For group or user management, there are two levels: admin and user. The user name shall be unique
and one user shall only belong to one group.
4.10.1.1 User
4.10.1.1.1 Add User
Step1 From main menu->Setting->System->Account->User.
Enter user interface. See Figure 4-115.

SETTING

% CAMERA 7T NETWORK s EVENT P STORAGE [ sysTEM

GENERAL
DISPLAY
VOICE PROMPT +  Delete Mermo
ACCOUNT i % admin's account
SECURITY

AUTO MAINTAIN

IMP/EXP

DEFAULT

UPGRADE

User Group Secure Que...

<

Figure 4-115

Step 2 Click Add user button in Figure 4-115.
The interface is shown as in Figure 4-116.
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Add User

P e—
Password :) Confirm Password :)

I C—
Grow

Authority
System Playback Monitor
Al

ACCOUNT SYSTEM ... SYSTEM INFO MANUAL CONTROL
STORAGE EVENT M... NETWORK MAN... CAMERA
SECURITY File Backup Device Maintain

Save Cancel

Figure 4-116

Input the user name, password, select the group it belongs to from the dropdown list. Then you
can check the corresponding rights for current user.

Hnote

For convenient user management, usually we recommend the general user right is lower than the admin
account.

Step 4 Click Save button.

Step 3

4.10.1.1.2 Modify user

From main menu->Setting->System->Account->User, cIic, you can go to the following interface to

change user information. See Figure 4-117.
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User Name

(admin 9
Modify Password ()
Old Password

New Password

Confirm Password

Authority

System Playback Monitor
Al
ACCOUNT
STORAGE
SECURITY

SYSTEM...
EVENT M...
File Backup

Modify User

Gowp  (@EmA D

Email Address (h**@dahuatech.com

Memo admin 's account

Unlock Pattern B

SYSTEM INFO MANUAL CONTROL
NETWORK MAN... CAMERA
Device Maintain

Save Cancel

Figure 4-117

For admin user, you can change the email, enable/disable unlock pattern, change password prompt

guestion, set security questions. See Figure 4-118.

User Name

Modify Password ()
Old Password

New Password

Confirm Password
Prompt Question (1111111
Authority

System Playback Monitor
Al

ACCOUNT
STORAGE
SECURITY

SYSTEM ...
EVENT M...
File Backup

Modify User

Group

Email Address ahuatech.com

Memo admin 's account

Unlock Pattern B

SYSTEM INFO MANUAL CONTROL
NETWORK MAN... CAMERA
Device Maintain

Save Cancel

Figure 4-118

Input email information and then click Save, it is to set/change email address.

Check the box to enable unlock pattern and then cIic, click Save to change unlock pattern.

Set security question

B
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Step 1 Click Security question, enter the following interface. See Figure 4-119.

SETTING
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GENERAL
User Group Secure Que...
DISPLAY

VOICE PROMPT Please set a security question so that you can find the password of (admin) again.

ACCOUNT
SECURITY Question 1 (What is your favorite children’s book? -

AUTOMANTAN | Awer ()

IMP/EXP Question 2 { What was the first name of your first boss? )
DEFAULT
o (]

UPGRADE
Question 3 (What is the name of your favorite fruit? )
O

Figure 4-119

Step 2 Input answers and then click Save button.
After successfully set security questions, you can answer the security questions to reset admin
password.

m Note

Select security questions from the dropdown list and then input the proper answers, click Delete
button to reset security questions and answers again.

4.10.1.1.3 Change Password

In Figure 4-117, check the Modify password box, you can change password. Please input old password,

and then input new password twice to confirm.
Password/confirm password: The password ranges from 8 to 32 digitals. It can contain letters,
numbers and special characters ( e x ¢ | uld;L[n:gl &' .0’hepdsswprd shall contain at least
two categories. Usually we recommend the strong password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a strong
password of your own choosing. We also recommend you change your password periodically
especially in the high security system.

4.10.1.2 Modify Group
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Step1 From main menu->Setting->System->Account->Group.
Enter add group interface. See Figure 4-120.

SETTING
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GENERAL
DISPLAY
VOICE PROMPT i Delete  Memo

ACCOUNT ' ' administrator group
SECURITY 2 ' user group

AUTO MAINTAIN

IMP/EXP

DEFAULT

UPGRADE

User Group Secure Que...

Figure 4-120

Step 2 Click add group button in Figure 4-120.
Enter Add group the interface. See Figure 4-121.

Step 3 Input group name and then input some memo information if necessary. Check the box to
select authorities.
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N G—

Authority
System Playback Monitor

O au

O account O svysTEM.. O svysTEM INFO MANUAL CONTROL
O sToraAGE O eveENT M... O neTwork MAN... (O cAMERA

O securiTy O File Backup O pevice Maintain

Save Cancel

Figure 4-121
4.10.1.3 Security Question
I;I;] Note

This function is for admin user only.

Here you can change security questions. After you successfully answered security questions, you can
reset admin account password.

From main menu->Setting->System->Account->Security question, the interface is shown as below. See
Figure 4-122. Input correct security answers and then click Delete button at the bottom of the interface,
you can reset security questions and answers.

127



SETTING

% CAMERA 7~ NETWORK s EVENT B, STORAGE B3 sYSTEM

GENERAL
User Group Secure Que...
DISPLAY

VOICE PROMPT Please set a security question so that you can find the password of (admin) again.
ACCOUNT
SECURITY
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE
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Answer

Question 2 { What was the first name of your first boss?

Answer

Question 3 (What is the name of your favorite fruit?

Answer

Figure 4-122
4.10.1.4 Online User
Here is for you manage online users connected to your NVR. See Figure 4-123.

You can click button m to disconnect or block one user if you have proper system right.

System detects there is any newly added or deleted user in each five seconds and refresh the list
automatically.
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INFO

(& SYSTEM Tw®, EVENT B3 NETWORK ‘% LOG

ONLINE USERS

LOAD User Name IP Address User Login Time Block

TEST

Figure 4-123

4.10.2 System Info
4.10.2.1 Version

From main menu->Info->System->version, you can go to version interface.

It is to view NVR version information. Slight different may be found on the user interface.
4.10.2.2 BPS

Here is for you to view current video bit rate (kb/s) and resolution. See Figure 4-124.
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INFO

[EL sysTEM gy EVENT [E{ NETWORK

HDD Channel Resolution Kb/S

RECORD D1 192071080 1767
BPS D2 307272048 3953

D3 3816
VERSION D4 " 6822

Figure 4-124

4.10.2.3 Event Information
4.10.2.3.1 Alarm Status

From main menu->info-Event, here you can view the channel status of the remote device, connection log
and etc. See Figure 4-125.

INFO

[C&SYSTEM fm, EVENT [EL NETWORK % LOG

EVENT
Device Status Device(NIC No.:1,HDD No.:0)
No HDD

Channel Status Channel{(CH:4,External Alarm:0)

Figure 4-125
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4.10.3 Auto Maintain
Here you can set auto-reboot time and auto-delete old files setup. You can set to delete the files for the
specified days. See Figure 4-126.
You can select proper setup from dropdown list.

SETTING
%, CAMERA 7 NETWORK wm EVENT !,,STORAGE [E SYSTEM

GENERAL
DISPLAY

VOICE PROMPT
ACCOUNT
SECURITY
AUTO MAINTAIN
IMP/EXP
DEFAULT
UPGRADE

Auto Reboot

Never

Figure 4-126

4.10.4 Backup
4.10.4.1 File Backup
In this interface, you can backup record file to the USB device.
a) Connect USB burner, USB device or portable HDD and etc to the device.
b) From Main menu->Backup, you can go to the Backup interface. See Figure 4-127
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f)
9)

BACKUP

& 5db1(USB DISK)/NVR/2017-11-12/

0.00 KB(Space Needed) . /7.562 GB(Free/Total)

Twe WD (MERSET) RecoracH

Start Time @(2017 -11 -12

End Time @ (20171112 [ 19:39:08_) File Formar

[ 0 [Channel Type  StartTime End Time

Figure 4-127

Select backup device and then set channel, file start time and end time.

Click add button, system begins search. All matched files are listed below. System automatically
calculates the capacity needed and remained. See Figure 4-128.

System only backup files with a d before channel name. You
del ete a@a after file serial number .

Click backup button, you can backup selected files. There is a process bar for you reference.
When the system completes backup, you can see a dialogue box prompting successful backup.

BACKUP

& 5db1(USB DISKYNVR/2017-11-12/

787.38 MB(Space Needed) 1.92 GB(7.52 GB(Free/Total)

e (@ D (MERSE. [ RecordcH

Start Time @(2017 -11-11 [ 00 :00 : 00

End Time @(2017 -11-13 | 00 :00 : 00 File Format (ASF__ [7) (__Add )(Remove )

Start Time End Time Size(KBj Play
R{M) 17-11-12 20:26:28 17-11-12 20:43:24 542208
R{M) 17-11-12 20:26:28 17-11-12 20:43:24 263424

Figure 4-128
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h) Click backup button, system begins burning. At the same time, the backup button becomes stop
button. You can view the remaining time and process bar at the left bottom.

I;D Note

During backup process, you can click ESC to exit current interface for other operation (For
some series product only). The system will not terminate backup process.

The file name format usually is: Channel number+Record type+Time. In the file name, the
YDM format is Y+M+D+H+M+S. File extension name is .dav.

4.10.4.2 Import/Export

This function allows you to copy current system configuration to other devices. It also supports import,
create new folder, and delete folder and etc function.

From Main menu->Setting->System->Import/Export, you can see the configuration file backup interface is
shown as below. See Figure 4-129.

SETTING
%, CAMERA 77 NETWORK iy EVENT !,,STORAGE £ sYSTEM

GENERAL

SERLAY Device Name (sda1(USB DISK) ~
VOICE PROMPT Total Space 753 GB Free Space 702.56 MB

ACCOUNT

SECURITY

AUTO MAINTAIN & .fseventsd

IMP/EXP = NVR .
& System Volume Information

DEFAULT

UPGRADE

Address

Figure 4-129

Export: Please connect the peripheral device first and then go to the following interface. Click
Exportbutton,you can see there is a corresponding, ACon/
you can view some backup files.

Import: Here you can import the configuration files from the peripheral device to current device. You

need to select a folder first. You can see a dialogue box asking you to select a folder if you are
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selecting a file. System pops up a dialogue box if there is no configuration file under current folder.
After successfully import, system needs to reboot to activate new setup.

Format: Click Format button, system pops up a dialogue box for you to confirm current operation.
System begins format process after you click the OK button.

l:l:] Note

System cannot open config backup interface again if there is backup operation in the process.
System refreshes device when you go to the config backup every time and set current directory as
the root directory of the peripheral device.

If you go to the configuration backup interface first and then insert the peripheral device, please click
Refresh button to see the newly added device.

4.10.4.3 Backup Log

a) From Main menu->Info->Log, the interface is shown as below. See Figure 4-130.

[CgsvsTEM o, EVENT [FANETWORK ® LoG

LOG

Start Time { 2017 - 11 - 11 00 :00 :00
End Time ( 2017-11 -12 | 00 : 00 : 00
Twe @ B

-1121:40:48  AuthFailed<Login failed! Invalid ...
-11 21:32:48  Adjust Channel Sequence
-1121:32:08  Save <VIDEO DETECT= config!
-1121:31:48  Channel 4 User logged in.
-1121:31:28  Save <Monitor> config!
-1121:30:48  Save <Monitor> config!
-1121:29:08  AuthFailed<Login failed! Invalid ...
-1121:24:08  Save <Monitor> config!
-1121:15:28  User logged in.<Local>
-1121:01:08  AuthFailed<Login failed! Invalid ...
-1120:62:28  User logged in.<127.0.0.1>

-11 20:52:08 HDD Totals<0>, Current Workin...
-1120:52:08  No HDD

-1120:52:08  Modify User<Local>

1/2(Current Page/Total Page) (1) Page(s)

Figure 4-130

b) Select log type and then set start time/end time, click Search button, you can see log time and

event information. Click = to view detailed log information.

c) Select log items you want to save and then click backup button, you can select a folder to save
them. Click Start to backup and you can see the corresponding dialogue box after the process is
finish.

4.10.4.4 USB Device Auto Pop-up

After you inserted the USB device, system can auto detect it and pop up the following dialogue box. It
allows you to conveniently backup file, log, configuration or update system. See Figure 4-131. Please
refer to chapter 4.10.4.1 file backup, chapter 4.10.4.3 backup log, chapter 4.10.4.2 import/export, and
chapter 4.6.2 search for detailed information.
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Find USB device

B Name: sdb1{USB DISK)

5 Capa... 1.92 GB/7.52 GB(Free/Total)

File Backup Config Backup

Figure 4-131

4.10.5 Default

AWarning!

After you use default function, some your customized setup may lose forever! Please think twice before
you begin the operation!

You can restore factory default setup to fix some problems when the device is running slowly.
Configuration error occurred.

From Main menu->Setting->System->Default, you can go to the default interface. See Figure 4-132.

Check an item you want to restore default setup, or check the All to select all items.

Click OK or apply button, system pops up a dialogue box. Click OK to restore.
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SETTING
%, CAMERA 77 NETWORK fm EVENT L STORAGE [E& SYSTEM

GENERAL
DISPLAY

VOICE PROMPT Al
ACCOUNT CAMERA
SECURITY NETWORK

AUTO MAINTAIN EVENT
IMP/EXP STORAGE
SYSTEM

Default

NOREEE

DEFAULT
UPGRADE

Figure 4-132

4.10.6 Upgrade
4.10.6.1 File Update
From Mani menu->Setting->Info->Update, you can go to the following interface. See Figure 4-133.
Step 1 Insert USB device that contain the upgrade file.
Step 2 Click Start button and then select the .bin file.
Step 3  You can see the corresponding dialogue box after the update process is complete.
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SETTING
% CAMERA 7 NETWORK wm EVENT P STORAGE E3 sYSTEM

GENERAL
DISPLAY

VOICE PROMPT
ACCOUNT
SECURITY
AUTO MAINTAIN
IMP/EXP Ui

DEFAULT Online Upgrade

File Upgrade

Please insert USB device and then click update button to begin update, or you can select
update file and then begin upgrade operation. Do not turn off the device during the
upgrade process!

UPGRADE Auto-check for updates
System V... 3.215.0000000.0 Build Date  2018-02-09 (ManualC...)

Figure 4-133

4.10.6.2 Cloud Upgrade
When the NVR is online, you can use the online upgrade to update the firmware.

I;Ig Note

Make sure the NVR has properly connected to the network.

Version Detection

The version detection includes auto detection and manual detection. It displays current system version
and application released date.

Enable auto detection, NVR interactive with the cloud to detect there is new version available or not.
Click manual detection, it is to view the latest new version on the cloud.

O If current version is the latest one, there is prompt fit is the latest versiona

O If NVR detects there is new version available, system displays new version information such as
released date and corresponding release note.

B

B

Upgrade System

VAN

During the upgrade process, make sure the network connection and power supplying are both OK.

CAUTION
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Click Start to upgrade system.

4.10.6.2.1 Uboot
When NVR boots up, during the uboot process, NVR automatically detects there is USB device and there
is upgrade file on the USB device or not. If the detection result is OK, NVR automatically begins upgrade.

CAUTION
The USB device shall contain two files: u-boot.bin.img and update.img.
The USB device shall connected to the USB port at the front panel. Otherwise, NVR cannot properly
detect the file or upgrade.

4.11Logout /Shutdown/Restart

From Mani menu->Operation->Shutdown, you can see an interface shown as in Figure 4-134.
Shutdown: System shuts down and turns off power.

Logout: Log out menu. You need to input password when you login the next time.

Restart: reboot device.

If you shut down the device, there is a process bar for your reference, system waits for 3 seconds and
then shut down (You cannot cancel).

Please note, sometimes you need to input the proper password to shut down the device.

B

SHUT DOWN

O

Shut Down

Figure 4-134
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5 Web Operation

5.1 General Introduction

If it is your first time to login the device, please initialize your device first. Refer to chapter 5.2 Device
Initialization for detailed information.

The device web provides channel monitor menu tree, search, alarm setup, system setup, PTZ control and
monitor window and etc.

() Note

Slight difference may be found on user interface. Please refer to the actual product for detailed
information.

Device supports various browsers such as Safari, Chrome and etc.

Use ChromeApp to login the WEB if the Chrome version is 45 or higher. Go to the Chrome online
store to download the ChromeApp installation package.

5.1.1 Preparation
Step1 PC and NVR connection is OK.
Step 2 Set PC IP address, NVR IP address, subnet mask and gateway.
Set the IP address of the same section for the PC and NVR. Input corresponding gateway
and subnet mask if there are routers.)
. The device default IP address is 192.168.1.108.
Step 3 Check the PC and device connection is OK or not. Refer to the following two ways to check the
network connection is OK or not. When the PC and device network connection is OK, login the
WEB via the PC.
., On PC, use order ping *** *** ** **(NVR |P address) to check connection is OK or not.
Login Usually the TTL value is 255.
. Login the device local menu, from setting->Network->Network test and then input PC IP
address. Check the connection is OK or not.
Step 4 Login the WEB. Refer to chapter 5.8 Login for detailed information.

5.2 Device Initialization

If it is your first time to use the device, please set a login password of admin (system default user).

]I] Note

For your device safety, please keep your login password of admin well after the initialization steps, and
change the password regularly.

Please follow the steps listed below.
Step 1 Open the IE and then input the NVR IP address in the address column.
Step 2 Click Enter button.

Device displays device initialization interface. See Figure 5-1.
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Device Initialization

Password Protection Successful

Username admin

New Password [l

Low  Middle High

Itis 8 to 32-digit containing letter(s), number
(s),symbol(s). It contains atleast two types.

Confirm Password

Figure 5-1

Step 3 Set login password of admin.

User name: The default user name is admin.

Password/confirm password: The password ranges from 8 to 32 digitals. It can contain letters,
numbers and special characters (excluding I 'L ,[ "L I ;L [ L, &L ). The password shall
contain at least two categories. Usually we recommend the strong password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a
strong password of your own choosing. We also recommend you change your password
periodically especially in the high security system.

Step 4 Click Next, device goes to the following interface. See Figure 5-2.

Device Initialization

Successful
[¥] Email { Toreset password)
[V] Security Question
Question 1 What is your favorite children’s book? E]
Answer
Question 2 What was the first name of your first boss? E
Answer
Question 3 What is the name of your favorite fruit? B
Answer

Next

Figure 5-2
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Step 5 Set security questions.
& Note

After setting the security questions here, you can use the email you input here or answer the
security questions to reset admin password Refer to chapter 5.3 Reset password for detailed
information.

Cancel the email or security questions box and then click Next button to skip this step.

Email: Input an email address for reset password purpose. Scan the QR code to reset the
password, you need to receive the security code by the email. Input the security code to reset
the password of admin. In case you have not input email address here or you need to update
the email information, please go to the main Setup->System->Account to set. Refer to chapter
5.9.5.4 for detailed information.

Security question: Set security questions and corresponding answers. Properly answer the
questions to reset admin password. In case you have not input security question here or you
need to update the security question information, please go to the main
menu->Setting->System->Account->Security question to set. Refer to chapter 4.10.1.3 Security
question for detailed information.

(L Note

If you want to reset password by answering security questions, please go to the local menu
interface.
Step 6 Click OK to complete the device initialization setup. See Figure 5-3.

Device Initialization

Successfully initialized the device!

Figure 5-3

5.2.1 Login
Open the IE and then input the NVR IP address in the address column.
For example, if your NVR IP address is 192.168.1.108, then please input http:// 192.168.1.108 in IE
address column. See Figure 5-4.
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Figure 5-4

System pops up warning information to ask you whether install Web plug-in or not. Please click yes

button.
After installation, the interface is shown as below. See Figure 5-5.

Figure 5-5

Please input your user name and password.

Factory default user name is admin and password is what you set in chapter 5.2 Device initialization.

5.3 Reset Password

If you forgot admin password, you can reset the password by email or by answering the security

questions (local menu only).
Please follow the steps listed below.
Go to the device login interface. See Figure 5-6.
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User Name: l |
Passward: :l:] Plain Text
Type: | TCP [+] Forgot passward?
O LAN L WAN
Login Cancel
A
Figure 5-6

Step 1 Click Forgot password, enter the following interface. See Figure 5-7.

Step 2

Step 3
Step 4

Reset(1/2)

SN 000000000

Please scan the QR code

oh the actual interface

and follow the prompts

i Scan the QR code on

| the actual interface

onh the actual interface to

continue.

The security code will be delivered to 1"**@gqq.com.

Input security code:

Figure 5-7

Follow the prompts on the interface and then scan the QR code to get the security code.

A WARNING

o]

o]

O

For the same QR code, max scan twice to get two security codes. Refresh the QR code if
you want to get security code again.

The security code on you email is only valid for 24 hours.

After five times security code failure, the admin account will be locked for 5 minutes.

Input the security code on the email and then click Next button.

Input new password and then confirm.
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A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a
strong password of your own choosing. The password shall be at least 8-digit containing
at least two types of the following categories: letters, numbers and symbols. We also
recommend you change your password periodically especially in the high security
system.

Step 5 Click OK button to complete the setup.

5.4 LAN Mode

For the LAN mode, after you logged in, you can see the main window. See Figure 5-8.

E€Z/P g ar ST T T T,

Figure 5-8

This main window can be divided into the following sections.
Section 1: there are six function buttons: Livé chapter 5.5 , setup (chapter 5.9), info (Chapter 5.10),
playback (chapter 5.11), alarm (chapter 5.12), and logout (chapter 5.13).
Section 2: There are monitor channels successfully connected to the NVR.

Please refer to Figure 5-9 for main stream and extra stream switch information.

153

-‘i Chann

Main Stream
Sub Stream

Figure 5-9
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Section 3: Open all. Open all button is to enable/disable all-channel real-time monitor. Here you can
select main stream/sub stream too. See Figure 5-10.

Qpen All -

IMain Stream
Sub Stream

lrictaimt Dammred

Figure 5-10

Section 4: Start Talk button.
You can click this button to enable audio talk. Click ® § O to select bidirectional talk mode. There are four
options: DEFAULT, G711a, G711u and PCM. See Figure 5-11.
After you enable the bidirectional talk, the Start talk button becomes End Talk button and it becomes
yellow. Please note, if audio input port from the device to the client-end is using the first channel audio
input port. During the bidirectional talk process, system will not encode the audio data from the 1-channel.

Start Talk -
DEFAULT
7113
G711u

PCM

Figure 5-11

Section 5: Instant record button. Click it, the button becomes yellow and system begins manual
record. See Figure 5-12. Click it again, system restores previous record mode.

I A Instant Record

Figure 5-12

Section 6: Local play button.
The Web can playback the saved (Extension name is dav) files in the PC-end.

Click local play button, system pops up the following interface for you to select local play file. See Figure
5-13.

Open

Lookin: | (2 Desktog | « & ex BB
i@My Documents 9> Morton Antivirus 7’_~n10t
i@My Computer QThinkVantage Technologies t Secu
§‘My Metwork Places B Wireless Manager :
B Access 1BM ()2008_04_08
4 a0L Double-Click to Start =1

Bl EarthLink Internet 30 Days Free  [£] CCF09042008_00000

31<”| 111 | } )

File hame: I
Files of type: IRecord files [*.%) L] Cancel )

Figure 5-13
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Section 7: PTZ operation panel. Please refer to chapter 5.6 for detailed information.

Section 8: Image setup and alarm setup. Please refer to chapter 5.7 for detailed information.

Section 9: From the left to the right, you can see video quality/fluency/ full screen/1-window/4-window.
You can set video fluency and real-time feature priority.

5.5 Real-time Monitor

In section 2, left click the channel name you want to view, you can see the corresponding video in current
window.

On the top left corner, you can view device 1P(172.11.10.11), channel number(1), network monitor bit
stream(2202Kbps) and stream type(M=main stream, S=sub stream). See Figure 5-14.

1 2 3 4

Figure 5-14

On the top right corner, there are six unction buttons. See Figure 5-15.

1 2 3 4 5

Figure 5-15

1: Digital zoom: Click this button and then left drag the mouse in the zone to zoom in. right click
mouse system restores original status.

2: Local record. When you click local record button, the system begins recording and this button
becomes highlighted. You can go to system folder RecordDownload to view the recorded file.

3: Snapshot picture. You can snapshot important video. All images are memorized in system client
folder PictureDownload (default).

4: Audio :Turn on or off audio.(It has no relationship with system audio setup )

5: Close video.

5.6 PTZ

There are eight direction keys. In the middle of the eight direction keys, there is a 3D intelligent
positioning key.

Click 3D intelligent positioning key, system goes back to the single screen mode. Drag the mouse in the
screen to adjust section size. It can realize PTZ automatically.

Please refer to the following sheet for PTZ setup information.
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Parameter

Function

Scan Select Scan from the dropdown list.
Click Set button, you can set scan left and right limit.
Use direction buttons to move the camera to you desired location
and then click left limit button. Then move the camera again and
then click right limit button to set a right limit.

Preset Select Preset from the dropdown list.
Turn the camera to the corresponding position and Input the
preset value. Click Add button to add a preset.

Tour Select Tour from the dropdown list.
Input preset value in the column. Click Add preset button, you
have added one preset in the tour.
Repeat the above procedures you can add more presets in one
tour.
Or you can click delete preset button to remove one preset from
the tour.

Pattern Select Pattern from the dropdown list.
You can input pattern value and then click Start button to begin
PTZ movement such as zoom, focus, iris, direction and etc. Then
you can click Add button to set one pattern.

AuX Please input the corresponding aux value here.
You can select one option and then click AUX on or AUX off
button.

Light and You can turn on or turn off the light/wiper.

wiper
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3D Intelligent Positioning

e Zoom o display or hide the PTZ

control platform.

Figure 5-16

5.7 Image/Alarm-out

Select one monitor channel video and then click Image button in section 9, the interface is shown as
Figure 5-17.

5.7.1 Image

Here you can adjust its brightness, contrast, hue and saturation. (Current channel border becomes
green).
Or you can click Reset button to restore system default setup.

Image
4
C4)

w af
P 4P

Figure 5-17
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5.8 WAN Login
In WAN mode, after you logged in, the interface is shown as below. See Figure 5-18.

€ZIP g errTe ST ST ST ST

= ooo
o®o0
coo

— ]

Figure 5-18

Please refer to the following contents for LAN and WAN login difference.

1) In the WAN mode, system opens the main stream of the first channel to monitor by default. The
open/close button on the left pane is null.

2) You can select different channels and different monitor modes at the bottom of the interface.
Important

The window display mode and the channel number are by default. For example, for the 16-channel,
the max window split mode is 16.

3) Multiple-channel monitor, system adopts extra stream to monitor by default. Double click one channel,
system switches to single channel and system uses main stream to monitor. You can view there are two
icons at the left top corner of the channel number for you reference. M stands for main stream. S stands
for sub stream (extra stream).

4) If you login via the WAN mode, system does not support alarm activation to open the video function in
the Alarm setup interface.

Important

For multiple-channel monitor mode, system adopts extra stream to monitor by default. You cannot
modify manually. All channels are trying to synchronize. Please note the synchronization effect still

B

depends on your network environments.

For bandwidth consideration, system cannot support monitor and playback at the same time. System
auto closes monitor or playback interface when you are searching setup in the configuration interface.
It is to enhance search speed.

5.9 Setup

5.9.1 Camera

5.9.1.1 Registration

5.9.1.1.1 Registration

From Main menu->Setting->Camera->Registration->Registration, you can see the following interface.
See Figure 5-19.
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[ seat |Clniitaizes [ inifalize |

MAC Address

=] D3 IPC Q 101.1.67 Port3 3COBDSAPAAIDAET 1 Private €
Delete H Manual Add H Refresh
Figure 5-19
Please refer to the following sheet for parameter information.

Parameter Function

IP Address + | Select IP address or the MAC address from the dropdown list
and then input the corresponding information, click Search
button to view the results.

Search Click Search button, you can view the searched device
information on the list. It includes device IP address, port, device
name, manufacturer and type.

Uninitialized Click to search the initialized devices. Select an uninitialized
device and then click the Initialize button to set the account.

Preview ) > ) ) ) )

Click to view the preview video of the remote device.

State It is to display the device has been initialized or not. That is to
say, the remote device has set the initial account information or
not. ' means the remote device has initialized, ' means
the remote device has not been intialized.

Add Select a device in the list and then click Add button, system can
connect the device automatically and add it to the Added device
list. Or you can double click one item in the list to add a device.

Modify ) > L L
Click - orany device in the Added device list, you can change
the corresponding channel setup.

Delete ) @ )

Click , you can delete the remote connection of the
corresponding channel.
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Parameter Function

Type There are two connection types. You can use the network to

connect to the camera or use the WIFI. The W means

current network camera connection mode is general; the =

means current network camera mode is hotspot.

Delete Select a device in the Added device list and then click Delete
button, system can disconnect the device and remove it from the
Added device list.

Manual Add Click it, the interface is shown as in Figure 5-25. Here you can
add network camera manually.

You can select a channel from the dropdown list (Here only
shows disconnection channel.)

Initialize Camera
It is to initialize connected remote device and change its login password and IP address.

Steps:

Step1 From main interface->Setting->Camera->Registration.
Enter Registration interface. See Figure 5-20.

Step 2 Click IP search and check the Uninitialized box.
Device displays uninitialized camera.

REGISTRATION
Unaniialized
i 10.45.412.43 Dahua JcetBcTadees
2 1511214 3Tt Danuz 3
3 > - 10.1522.107 T Danua
4 > - 10.18.114.161 6095 Dahua 3
5 > - 162 168.1.108 Ed APOIPCUB_300005 Dahua PCX10D 20024914038
10.15.5.248 T PZCIFWBE00141 Danuz 1P Camera 900238483111
7 1 Ererd YZCAEZODTWODOT0 Danua P camera 20023z 1Z36
[ > = . 10.157 40003 FFCAGZO0TWO0001 Dahua 1PC-HOBWE281 9002204238 %
E] > - - 1523211 Ererd 1FD0B05TAZO0DO Danua IPC-HANEIZ006-2 200238z aT20
Ouaca searcn | [__paa___| [ Mamaiasa_] Dispiay Fer 1PC [=]
] Channel Moty Deiete Staus 1P Adcress Pon Device Hame ‘Remote Chanael No ‘Manutacturer Cameraame Tree
[ 2 - LY 10.457.205 40003 PFCAGZOOTWO00D1 1 Dahua
1 Pl ® = 101523211 i 1FO0BOSYAZO0DDI 1 Danua cnannei 2 IPC-HFWE1200E-Z
19 z & 3 10155248 Elredd PZC3FV08800141 1 Dahua
20 7 e Y 10157.205 40003 PFC4GZOOTWO0001 1 Dahua
21 # e -] 101523211 kL 1FO0BOSYAZO0003 1 Dahua Channel 2 IPC-HFWB1200E-Z
2 F - & 10.15.6.221 0 OH_BSC 1 Dahua
ceste ][ wmpor ][ Ewor  |[_ Refesn ][ Gorganee wseos

Figure 5-20

Step 3 Select a camera to be initialized and then click Initialize button.
Device displays password setup interface. See Figure 5-21.
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Enter Password

¥ Using current device password and email info.

\ Next | | Cancel

Figure 5-21

Step4 Set camera password.
. Using current device password and email: Check the box to use DVR current admin
account and email information. There is no need to set password and email. Please go to step 7.
. User name/password: The user name is admin. The password ranges from 8 to 32 digitals.
It can contain letters,numb er s and speci al c¢ hafr;ac,t)feThespadséadc | u c
shall contain at least two categories. Usually we recommend the strong password.

A WARNING

STRONG PASSWORD RECOMMENDED-For your device own safety, please create a
strong password of your own choosing. We also recommend you change your password
periodically especially in the high security system.

Step 5 Click Next button.
Enter input email interface. See Figure 5-22.
Email: Input an email address for reset password purpose.

];—ﬂ Note

Cancel the box and then click Next or Skip if you do not want to input email information here.
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Password Protection

v Email Address To reset password, please input
properly or update in time

I

Figure 5-22

Step 6 Click Next button.
Enter Modify IP address interface. See Figure 5-23.

NETWORK

Checked Device No.: 1

DHCP (e STATIC

IP Address 192. 168. 1 . 108 | IncrementalValue |1
Subnet Mask 255 328k {285z 0
Default Gateway 192. 168. 1 . 1
No. IP Address i
1 172.8.7.110

Back ] | Next ] | Skip

Figure 5-23

Step 7 Set camera IP addressA

Check DHCP, there is no need to input IP address, subnet mask, and default gateway.
Device automatically allocates the IP address to the camera.

Check Static, and then input IP address, subnet mask, default gateway and incremental
value.

m Note

If it is to change several devices IP addresses at the same time, please input incremental

5

153



value. Device can add the fourth address of the IP address one by one to automatically
allocate the IP addresses.

. If there is IP conflict when changing static IP address, device pops up IP conflict dialogue
box. If batch change IP address, device automatically skips the conflicted IP and begin the
allocation according to the incremental value

Step 8 Click Next button.
Device begins initializing camera. See Figure 5-24.

Device Initialization

Finished

MNo. SN IP Address Results

Initialize:Success Modify IP.Succe)
1 000000000000000000  172.8.7.110 e

Figure 5-24
Step 9 Click OK to complete the initialization.
Manual Add
Manual Add X
Channel D1 =]
Manufacturer Private |E|
IP Address 192 168.0.0
TCP Port aFFET (-~G5539)
RETSP Port 554
Lser Mame admin
Password
Decode Buffer Default |E|
Rermote Channel Ma. | 1
Save Cancel
Figure 5-25
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Please refer to the following sheet for parameter information.

Parameter Function
Manufacturer Please select from the dropdown list.
Hnote
Different series products may support different manufacturers, please refer
to the actual product.
IP address Input remote device IP address.
Input RTSP port of the remote device. The default setup is 554.
RTSP port Myote
Skip this item if the manufacture is private or customize.
Input HTTP port of the remote device. The default setup is 80.
HTTP port Mote
Skip this item if the manufacture is private or customize.
TCP port Input TCP port of the remote device. The default setup is 37777.
User . .
The user name and password to login the remote device.
name/password
Input channel amount or click the Connect button to get the channel amount
of the remote device.
11
Channel No. — Note
We recommend click Connect button to get remote device channel amount,
the manual add operation may result in failure if the input channel amount is
not right.
After getting the remote device channel amount, click Setup to select a
channel.
Remote
channel No. ]:"Note
Click to select one or more remote channel numbers here.
Channel The local channel number you want to add. One channel name has
corresponding one channel number.
Decode buffer | There are three item: realtime, local, fluent.
There are four items: auto/TCP/UDP/MULTICAST(ONVIF device only)
Hnote
The default connection mode is TCP if the connection protocol is
Service type private.
There are three items: TCP/UDP/MULTICAST if the connection protocol
is ONVIF.
There are two items: TCP/UDP if the connection protocol is from the
third-party.
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Change IP
On the searched devices list, check one or more device(s) at the same time. Click Modify IP button, you
can see the following interface. See Figure 5-26

Please refer to the following sheet for log parameter information.

Parameter Function

DHCP Check the box here, system can auto allocate the IP
address. The IP address, subnet mask, default
gateway are reference only.

Static Check the box here, you can set IP address, subnet
mask, default gateway manually.

IP address/subnet | You can input corresponding information here.
mask/default gateway

User name/password The account you login the remote device. Please
input here to password verification to change the
remote device password.

Incremental value When you want to change several IP addresses,
once you input the IP address of the first device, the
IP address of the next device will increase
accordingly. For example, when the incremental
value is 1, if the IP address of the first device is
172.10.3.128, the IP address of the second device
will auto be set as 172.10.3.129.

Note

For the static IP address, system will alert you if there is any IP conflict. If you are changing several IP
addresses at the same time, system auto skip the conflicted IP and auto allocate again according to the
incremental value you set.

Modify IP x|
Checked Device Mo.: 1
() DHCP User admin
@ STATIC Password
IP Address L b R 11 Incremental Value 1
Subnet Mask 285 255 0 0
Default Gateway 172 . 11 . 0 . A1
| OK | | Cancel |
1 17211250 s
Figure 5-26
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Export IP

You can export the list of the added devices to your local PC.
Click Export button and then select the saved path. Click OK.
You can see fBackup comp | e tpmdpd.

Mot

The export file extension name is .CVS. The file contains IP address, port, remote channel No.
manufacturer, user name, password and etc.

Import IP
You can import the added device list to add the device conveniently.
Click Import button, and then select the import file.

Mot

If the imported IP is already in the added device list, system pops up dialogue box for you to confirm
overwrite or not.

Click OK button, the new IP setup can overwrite the old one.

Click Cancel button, system adds the new IP setup.

A\

Important

You can edit the exported file. Please make sure the file format is the same. Otherwise you cannot
import the file again!

System does not support customized protocol import/export.

The import/export function is for the devices of the same language.

5.9.1.1.2 IPC Upgrade

This interface is to upgrade network camera.

From Main menu->Setting->Camera->Registration->IPC upgrade, enter the following interface. See
Figure 5-27.

Click Browse button to select upgrade file. Or you can use filter to select several network cameras at the
same time.

Select Firmiware File
Device Upgrade Display Filter| Nul [=]

L hann atus Upgrade Status:

= D1 10155348 - 80 ONVIF IP Camer

O D2 1015108303 = Eaess Frivate DH-80-ESGEZI0UB-HNI
] D3 S 10.1.1.67 2.450.0000000.16.R,2017-08-04 = 3 Frivate IP Camera

O D4 1015108305 = Eiaesd Frivate DH-80-ESGEZ30UB-HNI

Start upgrade
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l:-I;-] Note

Slight difference may be found since the connected network camera may not be same model.
Here you can view device property information. The setups become valid immediately after you set. See
Figure 5-28.

Conditions

Channel |1 -

Saturation 0 50
Miror O Enable @ Disable Brightness O 50
Contrast 0 50
Sharpness O 50
Flip | No Flip (v
Light |Close ]
Scene Mode | Auto ]
DayLight | Auto ]
Defaut | [ saw || Refiesn
Figure 5-28
Please refer to the following sheet for detailed information.
Parameter Function
Channel Please select a channel from the dropdown list.
Period It divides one day (24 hours) to two periods. You can set

different hue, brightness, and contrast for different periods.

Hue It is to adjust monitor video brightness and darkness level. The
default value is 50.

The bigger the value is, the large the contrast between the bright
and dark section is and vice versa.

Brightness It is to adjust monitor window brightness. The default value is 50.

The larger the number is , the bright the video is. When you
input the value here, the bright section and the dark section of
the video will be adjusted accordingly. You can use this
function when the whole video is too dark or too bright. Please
note the video may become hagzy if the value is too high. The
value ranges from 0 to 100.The recommended value ranges
from 40 to 60.

Contrast It is to adjust monitor window contrast. The value ranges from 0
to 100. The default value is 50.

The larger the number is, the higher the contrast is. You can use
this function when the whole video bright is OK but the contrast
is not proper. Please note the video may become hazy if the
value is too low. If this value is too high, the dark section may
lack brightness while the bright section may over exposure .The
recommended value ranges from 40 to 60.

Saturation It is to adjust monitor window saturation. The value ranges from
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0 to 100. The default value is 50.

The larger the number is, the strong the color is. This value has
no effect on the general brightness of the whole video. The
video color may become too strong if the value is too high. For
the grey part of the video, the distortion may occur if the white
balance is not accurate. Please note the video may not be
attractive if the value is too low. The recommended value ranges
from 40 to 60.

Gain

The gain adjust is to set the gain value. The smaller the value is,
the low the noise is. But the brightness is also too low in the dark
environments. It can enhance the video brightness if the value is
high. But the video noise may become too clear.

White level

It is to enhance video effect.

Color mode

It includes several modes such as standard, color. You can
select corresponding color mode here, you can see hue,
brightness, and contrast and etc will adjust accordingly.

Auto Iris

It is to enable/disable auto iris function.

Flip

It is to switch video up and bottom limit.
This function is disabled by default.

Mirror

It is to switch video left and right limit.
This function is disabled by default.

BLC BLC
Mode

The device auto exposures according to the environments
situation so that the darkest area of the video is cleared

WDR

For the WDR scene, this function can lower the high bright
section and enhance the brightness of the low bright section. So
that you can view these two sections clearly at the same time.

The value ranges from 1 to 100. When you switch the camera
from no-WDR mode to the WDR mode, system may lose several
seconds record video.

HLC

After you enabled HLC function, the device can lower the
brightness of the brightest section according to the HLC control
level. It can reduce the area of the halo and lower the brightness
of the whole video.

Off

It is to disable the BLC function. Please note this function is
disabled by default.

Profile

It is to set the white balance mode. It has effect on the general
hue of the video. This function is on by default.

You can select the different scene mode such as auto, sunny,
cloudy, home, office, night, disable and etc to adjust the video to
the best quality.

Auto: The auto white balance is on. System can auto
compensate the color temperature to make sure the vide
color is proper.

Sunny: The threshold of the white balance is in the sunny
mode.

Night: The threshold of the white balance is in the night
mode.

5

Customized: You can set the gain of the red/blue channel.
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The value reneges from 0 to 100.

Day/Night

It is to set device color and the B/W mode switch. The default
setup is auto.

Color: Device outputs the color video.

Auto: Device auto select to output the color or the B/W
video according to the device feature (The general bright of
the video or there is IR light or not.)

B/W: The device outputs the black and white video.

Sensor: It is to set when there is peripheral connected IR
light.

5

5

5.9.1.3 Encode
5.9.1.3.1Encode

The encode interface is shown as below. See Figure 5-29.

Channel 1 -

Main Stream Sub Stream
Code-Stream Type Regular |Z| Y| “ideo Enable
Compressian H.264H |Z| Compressian H.264H |Z|
Resolution 1280x960(1.3m) |Z| Fesolution 382x288(CIF) |Z|
Frame Rate(FPS) |1 [=] Frame Rate(FPS) |1 [=]
Bit Rate Type CBR [=] Bit Rate Tyoe CER [=]
Bit Rate 512 [« Knig Bit Rate Customized [=]
Reference Bit Rate  1-24576K0IG Bit Rate 112 KbiS

Reference Bit Rate  1-24576khIS
Wiatermark Enable Wiatermark String
Copy | | Save | | Refresh |

Figure 5-29

Please refer to the following sheet for detailed information.

Parameter

Function

Channel

Please select a channel from the dropdown list.

Video enable

Check the box here to enable extra stream video. This item is
enabled by default.

Code stream

type

It includes main stream, motion stream and alarm stream. You
can select different encode frame rates form different recorded
events.

System supports active control frame function (ACF). It allows
you to record in different frame rates.

For example, you can use high frame rate to record important
events, record scheduled event in lower frame rate and it allows
you to set different frame rates for motion detection record and
alarm record.

160



Compression

Video encode mode.

H.264: Main Profile encode mode.
H.264H: High Profile encode mode.
H.264B: Baseline Profile encode mode.
H.265: Main Profile encode mode.

MJPEG: System needs high bit streams to guarantee
video definition. Use the recommended max bit stream
value to get the better video effect.

Smart Codec

This function is to reduce bit streams.
(1 Note

Some series products support smart codec function.

After changing smart code, please reboot network
camera and some network camera functions (such as
IVS, ROI, SVC, lobby mode and etc.) becomes null.
Please think twice before the operation.

Resolution The resolution here refers to the capability of the network

camera.

Frame Rate The video frame amount displayed in each second. The higher
the frame rate is, the clearer and more fluent the video is. The
frame rate may vary depending on the resolution.

Bit Rate Main stream: You can set bit rate here to change video

quality. The large the bit rate is, the better the quality is.
Please refer to recommend bit rate for the detailed
information.

Extra stream: In CBR, the bit rate here is the max value.
In dynamic video, system needs to low frame rate or
video quality to guarantee the value. The value is null in
VBR mode.

Bit rate type

System supports two types: CBR and VBR.

Main stream: It is to set frame rate to change video
guality. The higher the frame rate is, the better the video
guality is. The referenced bit rate is the recommended
value.

5

Sub stream: In CBR mode, the bit stream is near the
specified value. In VBR mode, the video quality changes
according to the bit stream value. But its max value is
near the specified value. Reference bit rate: The
reference bit rate depends on the resolution and frame
rate you set.

Reference bit
rate

Recommended bit rate value according to the resolution and
frame rate you have set.

| Frame

Here you can set the P frame amount between two | frames. The
value ranges from 1 to 150. Default value is 50.

Recommended value is frame rate *2.
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Video/audio

You can enable or disable the video/audio. The main stream is
enabled by default. After enable the audio function, the record 1
is composite file consisting of the video and audio. For the sub
stream 1, please enable video first and then enable audio
function.

Audio format

Set audio encode format.

]I] Note

Different series products support different audio encode mode.
Please refer to the actual interface for detailed information.

Sampling rate

Audio sampling rate refers to the sampling amount within 1
second. The higher the value is, the better the audio is. The
default setup is 8K.

Watermark
enable

This function allows you to verify the video is tampered or not.

Here you can select watermark bit stream, watermark mode and
watermark character. Default character is Digital CCTV. The max
length is 85-digit. The character can only include number,
character and underline.

5.9.1.3.2Snapshot

The snapshot interface is shown as in Figure 5-30.

Channel D&

Mode Timing

Image Quality 5
Interval 1SPL

Image Size 1820*1080(1080P)

Encode Mode | Ssnapshot | Overiay I Path

B[R] [ ]|

OK

| | Refresh |

Figure 5-30

Please refer to the following sheet for detailed information.

Parameter Function

Snapshot type There are two modes: Regu!ar (sqhedule) and_ '_I'rigger..

. Regular snapshot is valid during the specified period you
set.
Trigger snapshot only is valid when motion detect alarm,
tampering alarm or local activation alarm occurs.

Image size It is the same with the resolution of the main stream.

Quality It is to set the image quality. There are six levels.

Interval It is to set snapshot frequenc_y. The value ranges from 1s to 7s_.
Or you can set customized value. The max setup is
3600s/picture.

Copy Click it; you can copy current channel setup to other channel(s).

5.9.1.3.3Video Overlay

The video overlay interface is shown as in Figure 5-31.

162



Encode Snapshot Overlay Path

2013-11-12 10:50:54 pEsrnne 1 v
Cover-Area

O monitor

Channel Display

| Copy I | Save | l Refresh | | Default

Figure 5-31

Please refer to the following sheet for detailed information.

Parameter Function

Check Preview or Monitor first.

Click Set button, you can privacy mask the specified video in the
preview or monitor video.

System max supports 4 privacy mask zones.

Time Title You can enable this function so that system overlays time
information in video window.

You can use the mouse to drag the time title position.

You can view time title on the live video of the WEB or the
playback video.

Channel Title You can enable this function so that system overlays channel
information in video window.

You can use the mouse to drag the channel title position.

You can view channel title on the live video of the WEB or the
playback video.

Cover-area

5.9.1.3.4Path
The storage path interface is shown as in Figure 5-32.

Here you can set snap image saved path (E in the preview interface) and the record storage path

—
( in the preview interface).The default setup is C:\PictureDownload and C:\RecordDownload.

Please click the Save button to save current setup.
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Encode

Snapshot Path

Record Path

Snapshot Overlay Path
CAPictureDownload
C\RecordDownload

Save ‘ ‘ Default

5.9.1.4 Channel Name

Figure 5-32

Here you can set channel name. See Figure 5-33.

Camera Name

()} IPC

D2 Channel 2 D3 IPC D4 Channel 4
| Save | | Refresh | | Drefault |
Figure 5-33

5.9.2 Network
5.9.2.1 TCP/IP

The TCP/IP interface is shown as in Figure 5-34.

10.15.23.100

NIC Member Edit

IPAddress:  10.15.23.100

MAC Address: 1 4:aT:Bhibefdc

Default Gateway 10.15.0.1 WTU: 1500

SubnetMask:  265.255.0.0 Mode:  STATIC

1P Version 1Puf
Preferred DNS

Alternate DNE

Default Card Ethernet Portl

DHCP

oK Il

][ pstaut

TCP/P

Figure 5-34

Please refer to the following sheet for detailed information.

Parameter

Function

Mode

There are two modes: static mode and the DHCP mode.

The IP/submask/gateway are null when you select the
DHCP mode to auto search the IP.

If you select the static mode, you need to set the
IP/submask/gateway manually.

If you select the DHCP mode, you can view the
IP/submask/gateway from the DHCP.

If you switch from the DHCP mode to the static mode, you
need to reset the IP parameters.
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Besides, IP/submask/gateway and DHCP are read-only
when the PPPoE dial is OK.

5

Mac Address It is to display host Mac address.
IP Version Itis to select IP version. IPV4 or IPV6.
You can access the IP address of these two versions.
IP Address Please use the keyboard to input the corresponding number to

modify the IP address and then set the corresponding subnet
mask and the default gateway.

Preferred DNS

DNS IP address.

Alternate DNS

Alternate DNS IP address.

alternate DNS, th

For the IP address of IPv6 version, default gateway, preferred DNS and
e input value shall be 128-digit. It shall not be left in blank.

LAN load

System can process the downloaded data first if you enable this
function. The download speed is 1.5X or 2.0X of the normal
speed.

5.9.2.2 Connection

The connection interface is shown as in Figure 5-35.

CONNECTION I HTTPS
Wax Connection 128
TCF Port 37T
UDF FPort 37778
HTTF Port a0
HTTPS Port 443
RTSF Paort 554

{1~128)
(1026~65535)
{1025~G5535)
(1~B5535)
(1~B5535) Enahle

(1~65535)

RTSF Faormat rispii=User Mame==Password=@=IP Address==Port=icamfrealmonitor?channel=1&subtype=0

channel: Channel, 1-4; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

Save

Refresh | | Drefault |

Figure 5-35
Please refer to the following sheet for detailed information.
Parameter Function
Max connection | The max client login amount (such as WEB, platform, cellphone
and etc). The value ranges from 1 to 128(default).
TCP port The default value is 37777. You can input the actual port
number if necessary.
UDP port The default value is 37778. You can input the actual port
number if necessary.
HTTP port The default value is 80. You can input the actual port number if
necessary.
HTTPS The default value is 443. You can input the actual port number if
necessary.
RTSP port The default value is 554.
5.9.2.3 HTTPS
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In this interface, you can set to make sure the PC can successfully login via the HTTPS. It is to guarantee
communication data security. The reliable and stable technology can secure the user information security
and device safety. See Figure 5-36.

Note

You need to implement server certificate again if you have changed device IP.

You need to download root certificate if it is your first time to use HTTPS on current PC.

B

B

Create Server Cerificate Download Root Cerificate

Figure 5-36

5.9.2.3.1Create Server Certificate
If it is your first time to use this function, please follow the steps listed below.

Create Server Cerificate

In Figure 5-36, click button, input country name, state hame and etc. Click
Create button. See Figure 5-37.
Note
Please make sure the IP or domain information is the same as your device IP or domain name.
Create Server Certificate | X |
Country Al
State
Locatity
Oragnization

Qragnization Unit

IF or Domain Mame 10.10.6.238

Create || Cancel

Figure 5-37

You can see the corresponding prompt. See Figure 5-38. Now the server certificate is successfully
created.

HTTPS

Create Server Cetificate ‘ |DUWH|DSU Root Certificate

Create Succeed

Figure 5-38
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5.9.2.3.2Download root certificate

In Figure 5-36, click ||::“m"‘mmElld Root Certificate | button, system pops up a dialogue box. See Figure 5-39.

File Download = Security Warning 1
Do you want to open or zave this file?
iy Mame: ca.crt
= Type: Security Certificate
From: 10.10.6.238
Open ] [ Save ] i Cancel i

potentialy harmn your computer, [F pou do nat trust the zource, do naot

léj While files from the [nternet can be useful, this file type can
L
= open of zave thiz zoftware. What's the rizk Y

Figure 5-39

Click Open button, you can go to the following interface. See Figure 5-40.

Ce riificate E 1

General |Detai|s Certification Path

Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Product Rook Ca

Issued by: Product Rook CA

¥alid from 2013-6-18 bo 2023-6-16

Figure 5-40

Click Install certificate button, you can go to certificate wizard. See Figure 5-41.
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Figure 5-41

Click Next button to continue. Now you can select a location for the certificate. See Figure 5-42.

Figure 5-42

Click Next button, you can see the certificate import process is complete. See Figure 5-43.
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